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Summary

CVE CVE-2017-8012

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-22 01:29:00 UTC

Updated 2021-09-13 12:07:00 UTC

Description In EMC ViPR SRM, Storage M&R, VNX M&R, and M&R (Watch4Net) for SAS Solution Packs, the Java Management Extensions (JMX) protocol used to communicate between components in the Alerting and/or Compliance components can be leveraged to create a denial of service (DoS) condition. Attackers with knowledge of JMX agent user credentials could potentially exploit this vulnerability to create arbitrary files on the affected system and create a DoS condition by leveraging inherent JMX protocol capabilities.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Mr All All All All

Application Dell Emc Storage Monitoring And Reporting All All All All

Application Dell Emc Vipr Srm All All All All

Application Dell Emc Vnx Monitoring And Reporting All All All All

Application Emc Mr All All All All

Application Emc Mr All All All All

Application Emc Mr All All All All

Application Emc Storage Mr All All All All

Application Emc Storage Mr All All All All

Application Emc Storage Mr All All All All

Application Emc Vipr Srm All All All All

Application Emc Vnx Mr All All All All

Application Emc Vnx Mr All All All All

Application Emc Vnx Mr All All All All
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Full Disclosure: ESA-2017-081: EMC ViPR SRM, EMC Storage M&R, EMC VNX M&R, EMC M&R (Watch4Net) for SAS Solution Packs Multiple Vulnerabilities

EMC ViPR SRM WebService Gateway Directory Traversal Flaw Lets Remote Authenticated Users Access and Modify Data and JMX Protocol Flaw Lets Remote Users Deny Service - SecurityTracker

Malformed Request

EMC M&R Watch4net for SAS Solution Packs WebService Gateway Directory Traversal Flaw Lets Remote Authenticated Users Access and Modify Data and JMX Protocol Flaw Lets Remote Users Deny Service - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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