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Summary

CVE CVE-2017-8031

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-27 10:29:00 UTC

Updated 2021-05-25 19:35:00 UTC

Description An issue was discovered in Cloud Foundry Foundation cf-release (all versions prior to v279) and UAA (30.x versions prior to 30.6, 45.x versions prior to 45.4, 52.x versions prior to 52.1). In some cases, the UAA allows an authenticated user for a particular client to revoke client tokens for other users on the same client. This occurs only if the client is using opaque tokens or JWT tokens validated using the check_token endpoint. A malicious actor could cause denial of service.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudfoundry Cf-release All All All All

Application Cloudfoundry Uaa-release All All All All

Application Cloudfoundry Uaa-release 52 All All All

Application Pivotal Software Cf-release All All All All

Application Pivotal Software Uaa-release 30 All All All

Application Pivotal Software Uaa-release 30.1 All All All

Application Pivotal Software Uaa-release 30.2 All All All

Application Pivotal Software Uaa-release 30.3 All All All

Application Pivotal Software Uaa-release 30.4 All All All

Application Pivotal Software Uaa-release 30.5 All All All

Application Pivotal Software Uaa-release 45 All All All

Application Pivotal Software Uaa-release 45.1 All All All

Application Pivotal Software Uaa-release 45.2 All All All

Application Pivotal Software Uaa-release 45.3 All All All

Application Pivotal Software Uaa-release 52 All All All

Application Pivotal Software Uaa-release 30 All All All

Application Pivotal Software Uaa-release 30.1 All All All
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Application Pivotal Software Uaa-release 30.1 All All All

Application Pivotal Software Uaa-release 30.2 All All All

Application Pivotal Software Uaa-release 30.3 All All All

Application Pivotal Software Uaa-release 30.4 All All All

Application Pivotal Software Uaa-release 30.5 All All All

Application Pivotal Software Uaa-release 45 All All All

Application Pivotal Software Uaa-release 45.1 All All All

Application Pivotal Software Uaa-release 45.2 All All All

Application Pivotal Software Uaa-release 45.3 All All All

Application Pivotal Software Uaa-release 52 All All All

References

Reference Source Link Tags

CVE-2017-8031: UAA Denial of Service through client token revocation endpoint | Cloud Foundry CONFIRM www.cloudfoundry.org Issue Tracking, Third Party Advisory

Multiple Cloud Foundry Products CVE-2017-8031 Denial of Service Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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