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Summary

CVE CVE-2017-8037

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-21 22:29:00 UTC

Updated 2019-03-22 09:29:00 UTC

Description In Cloud Foundry Foundation CAPI-release versions after v1.6.0 and prior to v1.38.0 and cf-release versions after v244 and prior to v270, there is an incomplete fix for CVE-2017-8035. If you took steps to remediate CVE-2017-8035 you should also upgrade to fix this CVE. A carefully crafted CAPI request from a Space Developer can allow them to gain access to files on the Cloud Controller VM for that installation, aka an Information Leak / Disclosure.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudfoundry Capi-release 1.10.0 All All All

Application Cloudfoundry Capi-release 1.11.0 All All All

Application Cloudfoundry Capi-release 1.12.0 All All All

Application Cloudfoundry Capi-release 1.13.0 All All All

Application Cloudfoundry Capi-release 1.14.0 All All All

Application Cloudfoundry Capi-release 1.15.0 All All All

Application Cloudfoundry Capi-release 1.16.0 All All All

Application Cloudfoundry Capi-release 1.17.0 All All All

Application Cloudfoundry Capi-release 1.18.0 All All All

Application Cloudfoundry Capi-release 1.19.0 All All All

Application Cloudfoundry Capi-release 1.20.0 All All All

Application Cloudfoundry Capi-release 1.21.0 All All All

Application Cloudfoundry Capi-release 1.22.0 All All All

Application Cloudfoundry Capi-release 1.23.0 All All All

Application Cloudfoundry Capi-release 1.24.0 All All All

Application Cloudfoundry Capi-release 1.25.0 All All All

Application Cloudfoundry Capi-release 1.26.0 All All All

https://cve.report/
https://cve.report/CVE-2017-8037/mitre
https://cve.report/CVE-2017-8037/nist
https://cve.report/CVE-2017-8037/cve_org
https://cve.report/api/cve/CVE-2017-8037.json
https://cve.report/CVE-2017-8037.pdf
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release


Application Cloudfoundry Capi-release 1.26.0 All All All

Application Cloudfoundry Capi-release 1.27.0 All All All

Application Cloudfoundry Capi-release 1.28.0 All All All

Application Cloudfoundry Capi-release 1.29.0 All All All

Application Cloudfoundry Capi-release 1.30.0 All All All

Application Cloudfoundry Capi-release 1.31.0 All All All

Application Cloudfoundry Capi-release 1.32.0 All All All

Application Cloudfoundry Capi-release 1.33.0 All All All

Application Cloudfoundry Capi-release 1.34.0 All All All

Application Cloudfoundry Capi-release 1.35.0 All All All

Application Cloudfoundry Capi-release 1.36.0 All All All

Application Cloudfoundry Capi-release 1.37.0 All All All
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Application Cloudfoundry Capi-release 1.9.0 All All All

Application Cloudfoundry Capi-release 1.10.0 All All All

Application Cloudfoundry Capi-release 1.11.0 All All All

Application Cloudfoundry Capi-release 1.12.0 All All All

Application Cloudfoundry Capi-release 1.13.0 All All All

Application Cloudfoundry Capi-release 1.14.0 All All All

Application Cloudfoundry Capi-release 1.15.0 All All All

Application Cloudfoundry Capi-release 1.16.0 All All All

Application Cloudfoundry Capi-release 1.17.0 All All All

Application Cloudfoundry Capi-release 1.18.0 All All All

Application Cloudfoundry Capi-release 1.19.0 All All All

Application Cloudfoundry Capi-release 1.20.0 All All All

Application Cloudfoundry Capi-release 1.21.0 All All All

Application Cloudfoundry Capi-release 1.22.0 All All All

Application Cloudfoundry Capi-release 1.23.0 All All All

Application Cloudfoundry Capi-release 1.24.0 All All All

Application Cloudfoundry Capi-release 1.25.0 All All All

Application Cloudfoundry Capi-release 1.26.0 All All All

Application Cloudfoundry Capi-release 1.27.0 All All All

Application Cloudfoundry Capi-release 1.28.0 All All All

Application Cloudfoundry Capi-release 1.29.0 All All All

Application Cloudfoundry Capi-release 1.30.0 All All All

http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release


Application Cloudfoundry Capi-release 1.31.0 All All All

Application Cloudfoundry Capi-release 1.32.0 All All All

Application Cloudfoundry Capi-release 1.33.0 All All All

Application Cloudfoundry Capi-release 1.34.0 All All All

Application Cloudfoundry Capi-release 1.35.0 All All All

Application Cloudfoundry Capi-release 1.36.0 All All All

Application Cloudfoundry Capi-release 1.37.0 All All All

Application Cloudfoundry Capi-release 1.7.0 All All All

Application Cloudfoundry Capi-release 1.8.0 All All All

Application Cloudfoundry Capi-release 1.9.0 All All All

Application Cloudfoundry Cf-release 245 All All All

Application Cloudfoundry Cf-release 246 All All All

Application Cloudfoundry Cf-release 247 All All All

Application Cloudfoundry Cf-release 248 All All All

Application Cloudfoundry Cf-release 249 All All All

Application Cloudfoundry Cf-release 250 All All All

Application Cloudfoundry Cf-release 251 All All All

Application Cloudfoundry Cf-release 252 All All All

Application Cloudfoundry Cf-release 253 All All All

Application Cloudfoundry Cf-release 254 All All All

Application Cloudfoundry Cf-release 255 All All All

Application Cloudfoundry Cf-release 256 All All All

Application Cloudfoundry Cf-release 257 All All All

Application Cloudfoundry Cf-release 258 All All All

Application Cloudfoundry Cf-release 259 All All All

Application Cloudfoundry Cf-release 260 All All All

Application Cloudfoundry Cf-release 261 All All All

Application Cloudfoundry Cf-release 262 All All All

Application Cloudfoundry Cf-release 263 All All All

Application Cloudfoundry Cf-release 264 All All All

Application Cloudfoundry Cf-release 265 All All All

Application Cloudfoundry Cf-release 266 All All All

Application Cloudfoundry Cf-release 267 All All All

Application Cloudfoundry Cf-release 268 All All All

Application Cloudfoundry Cf-release 269 All All All

Application Cloudfoundry Cf-release 245 All All All

http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/capi-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release
http://cve.report/vendor/cloudfoundry
http://cve.report/software/cloudfoundry/cf-release


Application Cloudfoundry Cf-release 245 All All All

Application Cloudfoundry Cf-release 246 All All All

Application Cloudfoundry Cf-release 247 All All All

Application Cloudfoundry Cf-release 248 All All All

Application Cloudfoundry Cf-release 249 All All All

Application Cloudfoundry Cf-release 250 All All All

Application Cloudfoundry Cf-release 251 All All All

Application Cloudfoundry Cf-release 252 All All All

Application Cloudfoundry Cf-release 253 All All All

Application Cloudfoundry Cf-release 254 All All All

Application Cloudfoundry Cf-release 255 All All All

Application Cloudfoundry Cf-release 256 All All All

Application Cloudfoundry Cf-release 257 All All All

Application Cloudfoundry Cf-release 258 All All All

Application Cloudfoundry Cf-release 259 All All All

Application Cloudfoundry Cf-release 260 All All All

Application Cloudfoundry Cf-release 261 All All All

Application Cloudfoundry Cf-release 262 All All All

Application Cloudfoundry Cf-release 263 All All All

Application Cloudfoundry Cf-release 264 All All All

Application Cloudfoundry Cf-release 265 All All All

Application Cloudfoundry Cf-release 266 All All All

Application Cloudfoundry Cf-release 267 All All All

Application Cloudfoundry Cf-release 268 All All All

Application Cloudfoundry Cf-release 269 All All All

References

Reference Source Link

CVE-2017-8037: Incomplete fix for Cloud Controller API access to CC VM Contents | Cloud Foundry CONFIRM www.cloudfoundry.org

Cloud Foundry Cloud Controller API CVE-2017-8037 Incomplete Fix Information Disclosure Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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