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Summary

CVE CVE-2017-8045

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-27 10:29:00 UTC

Updated 2017-12-12 17:59:00 UTC

Description In Pivotal Spring AMQP versions prior to 1.7.4, 1.6.11, and 1.5.7, an org.springframework.amqp.core.Message may be unsafely deserialized when being converted into a string. A malicious payload could be crafted to exploit this and enable a remote code execution attack.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.0 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.0 m1 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.0 rc1 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.1 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.2 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.3 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.4 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.5 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.6 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.0 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.0 m1 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.0 m2 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.0 rc1 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.1 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.10 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.2 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.3 All All All
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Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.3 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.4 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.5 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.6 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.7 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.8 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.9 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.7.0 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.7.1 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.7.2 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.7.3 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.0 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.0 m1 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.0 rc1 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.1 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.2 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.3 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.4 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.5 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.5.6 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.0 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.0 m1 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.0 m2 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.0 rc1 All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.1 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.10 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.2 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.3 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.4 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.5 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.6 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.7 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.8 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.6.9 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.7.0 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.7.1 All All All
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Application Pivotal Software Spring Advanced Message Queuing Protocol 1.7.2 All All All

Application Pivotal Software Spring Advanced Message Queuing Protocol 1.7.3 All All All

References

Reference Source Link Tags

CVE-2017-8045: Remote code execution in spring-amqp | Security | Pivotal CONFIRM pivotal.io Vendor Advisory

Spring AMQP CVE-2017-8045 Remote Code Execution Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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