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Summary

CVE CVE-2017-8087

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-22 16:15:00 UTC

Updated 2019-10-24 17:56:00 UTC

Description Information Leakage in PPPoE Packet Padding in AVM Fritz!Box 7490 with Firmware versions Fritz!OS 6.80 and 6.83 allows physically proximate attackers to view slices of previously transmitted packets or portions of memory via via unspecified vectors.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Avm Fritz!box 7490 - All All All

Operating System Avm Fritz!os 6.80 All All All

Operating System Avm Fritz!os 6.83 All All All

Hardware Avm Fritz!box 7490 - All All All

Hardware Avm Fritz!box 7490 - All All All

Operating System Avm Fritz!os 6.80 All All All

Operating System Avm Fritz!os 6.83 All All All

Operating System Avm Fritz!os 6.80 All All All

Operating System Avm Fritz!os 6.83 All All All

References

Reference Source

avm.com MISC

Complete home networking | AVM International MISC

Full Disclosure: Information leakage found in FRITZ!OS 6.83 & 6.80 (AVM DSL Router Fritz!Box 7490) [DTC-A-20170323-001] FULLDISC
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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