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CVE-2017-8164

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

ossaonvurcrrnusucainas  Gertain versions of Eva-al10 from Huawei contain the foIIowing
: vulnerability:

Some Huawei smart phones with software EVA-L09C34B142; EVA-
L09C40B196; EVA-L09C432B210; EVA-L09C440B138; EVA-
L09C464B150; EVA-L09C530B127; EVA-L0O9C55B190; EVA-
L09C576B150; EVA-L09C635B221; EVA-L09C636B193; EVA-
L09C675B130; EVA-L09C688B143; EVA-L09C703B160; EVA-
L0O9C706B145; EVA-LO9GBRC555B171; EVA-LO9IRLC368B160; EVA-L19C10B190; EVA-
L19C185B220; EVA-L19C20B160; EVA-L19C432B210; EVA-L19C636B190; EVA-
L29C20B160; EVA-L29C636B191; EVA-TLO0C01B198; VIE-L09C02B131; VIE-
L0O9C109B181; VIE-L0O9C113B170; VIE-LO9C150B170; VIE-L09C25B120; VIE-L09C40B181;
VIE-L09C432B181; VIE-LO9C55B170; VIE-L0O9C605B131; VIE-LO9ITAC555B130; VIE-
L29C10B170; VIE-L29C185B181; VIE-L29C605B131; VIE-L29C636B202 have a denial of
service (DoS) vulnerability. An attacker can trick a user to install a malicious application to
exploit this vulnerability. Successful exploitation can cause camera application unusable.

CVE-2017-8164 has been assigned by § psirt@huawei.com to track the vulnerability - currently rated as severity.

CVSS3 Score: [gg5EOW) |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |

Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE

CVSS2 Score: [#SEMEDIUM)

Access Access Authentication

Vector Complexity

[ NETWORK | [ NONE |

Confidentiality Integrity Availability


https://cve.report/
https://cve.report/CVE-2017-8164/mitre
https://cve.report/CVE-2017-8164/nist
https://cve.report/CVE-2017-8164/cve_org
https://cve.report/CVE-2017-8164.pdf
http://cve.report/software/huawei/eva-al10
http://cve.report/vendor/huawei
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Security Advisory - DoS Vulnerability in Some
Huawei Smart Phones

2 CONFIRM www.huawei.com/en/psirt/security-advisories/huawei-
sa-20171129-01-smartphone-en

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= = Huawei Eva-al10 - All All All
Hardware o = Huawei Eva-al10 - All All All
Operating Huawei Eva-al10 Firmware eva-al10c00b198 All All All
System

Operating Huawei Eva-al10 Firmware eva-al10c00b198 All All All
System

Hardware 5 A Huawei Eva-cl00 - All All All
Hardware &= A Huawei Eva-cl00 - All All All
Operating Huawei Eva-cl00 Firmware eva-cl00c92b198 All All All
System

Operating Huawei Eva-cl00 Firmware eva-cl00c92b198 All All All
System

Hardware = A Huawei Eva-di00 - All All All
Hardware = 4 Huawei Eva-dio0 - All All All
Operating Huawei Eva-dlO0 Firmware eva-dl00c17b198 All All All
System

Operating Huawei Eva-dI00 Firmware eva-dl00c17b198 All All All
System

Hardware = >4 Huawei Eva-109 - All All All
Hardware = = Huawei Eva-109 - All All All
Operating Huawei Eva-109 Firmware eva-109c02b143 All All All
System

Operating Huawei Eva-109 Firmware eva-l09c09b150 All All All
System


http://cve.report/glossary/common-cve-tag-descriptions/
http://www.huawei.com/en/psirt/security-advisories/huawei-sa-20171129-01-smartphone-en
mailto:%20comment@cve.report
https://device.report/huawei/eva-al10
http://cve.report/vendor/huawei
http://cve.report/software/huawei/eva-al10
https://device.report/huawei/eva-al10
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https://device.report/huawei/eva-cl00
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oystell

Hardware &= [ Huawei Vie-129
Hardware &= A Huawei Vie-129
Operating Huawei Vie-129 Firmware
System

Operating Huawei Vie-129 Firmware
System

Operating Huawei Vie-129 Firmware
System

Operating Huawei Vie-129 Firmware
System

Operating Huawei Vie-129 Firmware
System

Operating Huawei Vie-129 Firmware
System

Operating Huawei Vie-129 Firmware
System

Operating Huawei Vie-129 Firmware
System

vie-129¢10b170

vie-129¢185b181

vie-129c¢605b131

vie-129¢636b202

vie-129¢10b170

vie-129¢185b181

vie-129c¢605b131

vie-129¢636b202

e_akakuk kKKK,

cpe:2.3:h:huawei:eva-all10:-:**

Skk ok k ok kak.

cpe:2.3:0:huawei:eva-al10_firmware:eva-al10c00b198:*:*:*:*:*:*:*;

Skk ok k ok akak.

cpe:2.3:0:huawei:eva-al10_firmware:eva-al10c00b198:*:*:*:*:*:*:*;

e_akukuk kKKK,

cpe:2.3:h:huawei:eva-cl00:-:*:****:*:*:

e_akukak kKKK,

cpe:2.3:h:huawei:eva-cl00:-:*:* " ™

Sk Lk ak kR akak.

cpe:2.3:0:huawei:eva-cl00_firmware:eva-cl00c92b198:*:*:*:*:*:*:*:

e_akuk kKoK kK,

cpe:2.3:h:huawei:eva-dl00:-:* "

e_akukuk kKKK,

cpe:2.3:h:huawei:eva-dl00:-:*:** "

Sk Lk ak ok akakak.

cpe:2.3:0:huawei:eva-dl00_firmware:eva-dl00c17b198::*:*:**:*:*:

ek koK ok ok ok Lk,

cpe:2.3:h:huawei:eva-109:-:** 7 :*:

ek ko ok ok ok Lk,

cpe:2.3:h:huawei:eva-109:-:******:*:

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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dkukakakakakak.

cpe:2.3:0:huawei:eva-109_firmware:eva-109c22b140:*:*:*:*:*:*:*:

skukakakakakak.

cpe:2.3:0:huawei:eva-109_firmware:eva-109¢c25b133:*:*:":*:*:*:*:

ARk kKK kK,

cpe:2.3:0:huawei:eva-109_firmware:eva-109c432b210::*:*:*:*:*:*:

AkLkLk kKKK,

cpe:2.3:0:huawei:eva-109_firmware:eva-109c440b138:*:*:*:*:*:*:*:

AKLakLk oKk kK,

cpe:2.3:0:huawei:eva-109_firmware:eva-109c576b150:*:*:*:*:*:*:*:

aKakak ok akk k.

cpe:2.3:0:huawei:eva-109_firmware:eva-l109c6350221 :*:*:*:*:*:*:*:

R I

cpe:2.3:0:huawei:eva-109_firmware:eva-109¢c703b160:*:*:*:*:*:*:*:

ARk kKR kK,

cpe:2.3:0:huawei:eva-109_firmware:eva-109¢c706b145:*:*:*:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:huawei:eva-109_firmware:eva-l109gbrc555b1 71

KKk oKk kK,

cpe:2.3:0:huawei:eva-109_firmware:eva-109irlc368b160:*:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:0:huawei:eva-109_firmware:eva-109c09b150:**:*:*:*:*:*:

dkakakakakak k.

cpe:2.3:0:huawei:eva-109_firmware:eva-109¢c109b196:*:*:*:**:*:*:

Kk koK ok Rk,

cpe:2.3:0:huawei:eva-109_firmware:eva-109¢c113b150:*:*:*:**:*:*:



skukakakakakak.

cpe:2.3:0:huawei:eva-109_firmware:eva-109c34b142:*:*:*:*:*:*::

dkukakakakakak.

cpe:2.3:0:huawei:eva-109_firmware:eva-109c40b196:*:*:":*:*:*::

akLkLk kLR kK,

cpe:2.3:0:huawei:eva-109_firmware:eva-l109c440b138:*:*:*:*:*:*:*:

akLk kKK LKk,

cpe:2.3:0:huawei:eva-109_firmware:eva-109c464b150:*:*:*:*:*:*:*:

ARk kKK kK,

cpe:2.3:0:huawei:eva-109_firmware:eva-l109c530b127:*:*:*:*:*:*:*:

dkk Kk kkakak.

cpe:2.3:0:huawei:eva-109_firmware:eva-109¢c55b190:*:*:*:*:*:*:*:

AKakak ok akuk k.

cpe:2.3:0:huawei:eva-109_firmware:eva-l109c675b130:*:*:*:*:*:*:*:

AKakLk kR kK,

cpe:2.3:0:huawei:eva-109_firmware:eva-109c688b143:*:*:*:*:*:*:*:

Kk kKR kK,

cpe:2.3:0:huawei:eva-109_firmware:eva-l09irlc368b160:*:*:*:*:*:*:*:

ok ok ok ok ok kK,

cpe:2.3:h:huawei:eva-119:-:* ™

dkuk ok akakakak.

cpe:2.3:0:huawei:eva-119_firmware:eva-119c20b160:*:*:*:*:*:*:*:

kKK oKk Rk,

cpe:2.3:0:huawei:eva-119_firmware:eva-119c432b210:*:*:*:**:*:*:



e ek ko kKK Lk,

cpe:2.3:h:huawei:eva-129:-:*:** " *:*:

e ek koK kKK Lk,

cpe:2.3:h:huawei:eva-129:-:*:** " *:*:

dkakakakakakak.

cpe:2.3:0:huawei:eva-129_firmware:eva-129¢c20b160:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:0:huawei:eva-129_firmware:eva-129¢c20b160:*:*:*:*:*:*:*:

aRLkLk kKKK,

cpe:2.3:0:huawei:eva-129_firmware:eva-129c636b191:*:*:*:*:*:*:*:

a_ekak kKKK Lk,

cpe:2.3:h:huawei:eva-tl00:-:*:** " *:*:

a_ekak kKoK kLK,

cpe:2.3:h:huawei:eva-tl00:-:*: " *:*:

AKakLk oKk LRk,

cpe:2.3:0:huawei:eva-tl00_firmware:eva-tl00c01b198:*:*:*:*:*:*:*:

e_akukakokLkukok.

cpe:2.3:h:huawei:vie-109:-:** " %

e_akukuk kKR ok,

cpe:2.3:h:huawei:vie-109:-:** 7

KLk kKK kK,

cpe:2.3:0:huawei:vie-109_firmware:vie-109c02b131:*:*:*:***:*:

Sk Lk ak ok akakak.

cpe:2.3:0:huawei:vie-109_firmware:vie-109c113b170:

Sk Rk kR akak.

cpe:2.3:0:huawei:vie-109_firmware:vie-I09¢c150b170:**:***:*:*:

KKk ok KRk,

cpe:2.3:0:huawei:vie-109_firmware:vie-109c25b120:***:***:*:

KKk oKk kK,

cpe:2.3:0:huawei:vie-109_firmware:vie-109c40b181 7 " *:*:

rna 2 BAchiniawairvialNQ firmwara-via lNQr1NAR1 Q9 -*-*kkkkak,



akLk kKK kK,

cpe:2.3:0:huawei:vie-109_firmware:vie-109c55b170:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:0:huawei:vie-109_firmware:vie-109c605b131:*:*:*:**:*:*:

Skukakakakakak.

cpe:2.3:0:huawei:vie-109_firmware:vie-109itac555b130:*:*:*:*:*:*:*:

e_akakukokLkuk ok,

cpe:2.3:h:huawei:vie-129:-** "

akLk kKKK Lk,

cpe:2.3:0:huawei:vie-129_firmware:vie-129c10b170:*:*: " :*:*:

Skukakkakakak.

cpe:2.3:0:huawei:vie-129_firmware:vie-129¢185b181:*:*:*:**:*:*:

Skk Lk k Lk akak.

cpe:2.3:0:huawei:vie-129_firmware:vie-129c605b131:*:*:*:**:*:*:

akLak kKKK k.

cpe:2.3:0:huawei:vie-129_firmware:vie-129¢c10b170:*:*: " *:*:

sk Lk ak ok akakuk.

cpe:2.3:0:huawei:vie-129_firmware:vie-129¢c185b181:*:**:*:*:*:*:

dkuk Lk k Lk akak.

cpe:2.3:0:huawei:vie-129_firmware:vie-129c605b131:*:**:*:*:*:*:

dkk ok kakakak.

cpe:2.3:0:huawei:vie-129_firmware:vie-129c636b202:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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