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Summary

CVE CVE-2017-8295

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-04 14:29:00 UTC

Updated 2017-11-04 01:29:00 UTC

Description WordPress through 4.7.4 relies on the Host HTTP header for a password-reset e-mail message, which makes it easier for remote attackers to reset arbitrary passwords by making a crafted wp-login.php?action=lostpassword request and then arranging for this message to bounce or be resent, leading to transmission of the reset key to a mailbox on an attacker-controlled SMTP server. This is related to problematic use of the SERVER_NAME variable in wp-includes/pluggable.php in conjunction with the PHP mail function. Exploitation is not achievable in all cases because it requires at least one of the following: (1) the attacker can prevent the victim from receiving any e-mail messages for an extended period of time (such as 5 days), (2) the victim's e-mail system sends an autoresponse containing the original message, or (3) the victim manually composes a reply containing the original message.

Risk And Classification

Problem Types: CWE-640

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wordpress Wordpress All All All All

References

Reference

WordPress < 4.7.4 - Unauthorized Password Reset

WordPress Password Reset CVE-2017-8295 Security Bypass Vulnerability

WordPress Password Reset Server Name Validation Flaw Lets Remote Users Obtain Password Reset Information for the Target User in Certain Cases - SecurityTracker

WordPress 2.3-4.8.3 - Host Header Injection in Password Reset

WordPress Core <= 4.7.4 Potential Unauthorized Password Reset (0day)

Debian -- Security Information -- DSA-3870-1 wordpress

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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