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Summary

CVE CVE-2017-8312

State PUBLIC

Assigner cve@checkpoint.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-23 21:29:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description Heap out-of-bound read in ParseJSS in VideoLAN VLC due to missing check of string length allows attackers to read heap uninitialized data via a crafted subtitles file.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Videolan Vlc Media Player All All All All

Application Videolan Vlc Media Player All All All All

References

Reference Source Link Tags

git.videolan.org Git - vlc.git/blobdiff - modules/demux/subtitle.c git.videolan.org

VideoLAN VLC CVE-2017-8312 Information Disclosure Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Debian -- Security Information -- DSA-3899-1 vlc DEBIAN www.debian.org Third Party Advisory

VLC: Multiple vulnerabilities (GLSA 201707-10) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

git.videolan.org Git - vlc.git/blobdiff - modules/demux/subtitle.c CONFIRM git.videolan.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2017-8312/mitre
https://cve.report/CVE-2017-8312/nist
https://cve.report/CVE-2017-8312/cve_org
https://cve.report/api/cve/CVE-2017-8312.json
https://cve.report/CVE-2017-8312.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/videolan
http://cve.report/software/videolan/vlc_media_player
http://cve.report/vendor/videolan
http://cve.report/software/videolan/vlc_media_player
http://git.videolan.org/?p=vlc.git%253Ba=blobdiff%253Bf=modules/demux/subtitle.c%253Bh=5e4fcdb7f25b2819f5441156c7c0ea2a7d112ca3%253Bhp=2a75fbfb7c3f56b24b2e4498bbb8fe0aa2575974%253Bhb=611398fc8d32f3fe4331f60b220c52ba3557beaa%253Bhpb=075bc7169b05b004fa0250e4a4ce5516b05487a9
http://www.securityfocus.com/bid/98631
http://www.debian.org/security/2017/dsa-3899
https://security.gentoo.org/glsa/201707-10
http://git.videolan.org/?p=vlc.git;a=blobdiff;f=modules/demux/subtitle.c;h=5e4fcdb7f25b2819f5441156c7c0ea2a7d112ca3;hp=2a75fbfb7c3f56b24b2e4498bbb8fe0aa2575974;hb=611398fc8d32f3fe4331f60b220c52ba3557beaa;hpb=075bc7169b05b004fa0250e4a4ce5516b05487a9
https://www.cve.org/CVERecord?id=CVE-2017-8312
https://nvd.nist.gov/vuln/detail/CVE-2017-8312


Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

710428 Gentoo Linux VLC Multiple Vulnerabilities (GLSA 201707-10)

http://cve.report/qid/710428
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2017-8312
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


