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Summary

CVE CVE-2017-8330

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-18 21:15:00 UTC

Updated 2019-06-21 15:07:00 UTC

Description An issue was discovered on Securifi Almond, Almond+, and Almond 2015 devices with firmware AL-R096. The device provides a UPnP functionality for devices to interface with the router and interact with the device. It seems that the "NewInMessage" SOAP parameter passed with a huge payload results in crashing the process. If the firmware version AL-R096 is dissected using binwalk tool, we obtain a cpio-root archive which contains the filesystem set up on the device that contains all the binaries. The binary "miniupnpd" is the one that has the vulnerable function that receives the values sent by the SOAP request. If we open this binary in IDA-pro we will notice that this follows a MIPS little endian format. The function WscDevPutMessage at address 0x0041DBB8 in IDA pro is identified to be receiving the values sent in the SOAP request. The SOAP parameter "NewInMesage" received at address 0x0041DC30 causes the miniupnpd process to finally crash when a second request is sent to the same process.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Securifi Almond - All All All

Hardware Securifi Almond - All All All

Hardware Securifi Almond - All All All

Operating System Securifi Almond Firmware al-r096 All All All

Hardware Securifi Almond - All All All

Hardware Securifi Almond - All All All

Operating System Securifi Almond Firmware al-r096 All All All

Operating System Securifi Almond Firmware al-r096 All All All

Hardware Securifi Almond 2015 - All All All

Hardware Securifi Almond 2015 - All All All

Operating System Securifi Almond 2015 Firmware al-r096 All All All

Operating System Securifi Almond 2015 Firmware al-r096 All All All

Operating System Securifi Almond Firmware al-r096 All All All

Operating System Securifi Almond Firmware al-r096 All All All
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IoT_vulnerabilities/Securifi_Almond_plus_sec_issues.pdf at master · ethanhunnt/IoT_vulnerabilities · GitHub MISC github.com

Bugtraq: Newly releases IoT security issues BUGTRAQ seclists.org

Securifi Almond 2015 Buffer Overflow / Command Injection / XSS / CSRF ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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