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Summary

CVE CVE-2017-8342

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-30 15:59:00 UTC

Updated 2020-04-25 23:15:00 UTC

Description Radicale before 1.1.2 and 2.x before 2.0.0rc2 is prone to timing oracles and simple brute-force attacks when using the htpasswd authentication method.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Radicale Radicale 2.0.0 rc1 All All

Application Radicale Radicale 2.0.0 rc1 All All

Application Radicale Radicale All All All All

References

Reference Source

Random timer to avoid timing oracles and simple bruteforce attacks · Kozea/Radicale@190b1dd · GitHub CONFIRM

Random timer to avoid timing oracles and simple bruteforce attacks · Kozea/Radicale@059ba8d · GitHub CONFIRM

#861514 - radicale: CVE-2017-8342: htpasswd authentication vulnerable to timing-based bruteforce attacks - Debian Bug report logs CONFIRM

Radicale/NEWS.rst at 1.1.2 · Kozea/Radicale · GitHub CONFIRM

[SECURITY] [DLA 2187-1] radicale security update MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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