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Summary

CVE CVE-2017-8410

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-02 20:15:00 UTC

Updated 2021-04-26 16:56:00 UTC

Description An issue was discovered on D-Link DCS-1100 and DCS-1130 devices. The binary rtspd in /sbin folder of the device handles all the rtsp connections received by the device. It seems that the binary performs a memcpy operation at address 0x00011E34 with the value sent in the "Authorization: Basic" RTSP header and stores it on the stack. The number of bytes to be copied are calculated based on the length of the string sent in the RTSP header by the client. As a result, memcpy copies more data then it can hold on stack and this results in corrupting the registers for the caller function sub_F6CC which results in memory corruption. The severity of this attack is enlarged by the fact that the same value is then copied on the stack in the function 0x00011378 and this allows to overflow the buffer allocated and thus control the PC register which will result in arbitrary code execution on the device.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dcs-1100 - All All All

Hardware Dlink Dcs-1100 - All All All

Operating System Dlink Dcs-1100 Firmware - All All All

Operating System Dlink Dcs-1100 Firmware - All All All

Hardware Dlink Dcs-1130 - All All All

Hardware Dlink Dcs-1130 - All All All

Operating System Dlink Dcs-1130 Firmware - All All All

Operating System Dlink Dcs-1130 Firmware - All All All

References

Reference Source Link

IoT_vulnerabilities/Dlink_DCS_1130_security.pdf at master · ethanhunnt/IoT_vulnerabilities · GitHub MISC github.com

Dlink DCS-1130 Command Injection / CSRF / Stack Overflow ≈ Packet Storm MISC packetstormsecurity.com

Bugtraq: Newly releases IoT security issues BUGTRAQ seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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