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CVE CVE-2017-8422
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-05-17 14:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description KDE kdelibs before 4.14.32 and KAuth before 5.34 allow local users to gain root privileges by spoofing a callerID and lever:
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Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kde Kauth All All All All
Application Kde Kdelibs All All All All

References

Reference Source
oss-security - generic kde LPE MLIST

KDE kauth and kdelibs Logic Flaw Lets Local Users Obtain Root Privileges - Security Tracker SECTRACK
KDE 4/5 - 'KAuth' Local Privilege Escalation - Linux local Exploit EXPLOIT-DB
KAuth and KDELibs: Privilege escalation (GLSA 201706-29) — Gentoo security GENTOO
kauth.git - KAuth CONFIRM
Debian -- Security Information -- DSA-3849-1 kde4libs DEBIAN
cgit.kde.org/kdelibs.git/commit CONFIRM
www.kde.org/info/security/advisory-20170510-1.txt CONFIRM
KDE KAuth CVE-2017-8422 Local Privilege Escalation Vulnerability BID

Red Hat Customer Portal REDHAT

Bug 1449647 — CVE-2017-8422 kauth: service invoking dbus is not properly checked and allows local privilege escalation CONFIRM
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https://cve.report/
https://cve.report/CVE-2017-8422/mitre
https://cve.report/CVE-2017-8422/nist
https://cve.report/CVE-2017-8422/cve_org
https://cve.report/CVE-2017-8422.pdf
http://cve.report/vendor/kde
http://cve.report/software/kde/kauth
http://cve.report/vendor/kde
http://cve.report/software/kde/kdelibs
http://www.openwall.com/lists/oss-security/2017/05/10/3
http://www.securitytracker.com/id/1038480
https://www.exploit-db.com/exploits/42053/
https://security.gentoo.org/glsa/201706-29
https://cgit.kde.org/kauth.git/commit/?id=df875f725293af53399f5146362eb158b4f9216a
http://www.debian.org/security/2017/dsa-3849
https://cgit.kde.org/kdelibs.git/commit/?id=264e97625abe2e0334f97de17f6ffb52582888ab
https://www.kde.org/info/security/advisory-20170510-1.txt
http://www.securityfocus.com/bid/98412
https://access.redhat.com/errata/RHSA-2017:1264
https://bugzilla.redhat.com/show_bug.cgi?id=1449647
https://www.cve.org/CVERecord?id=CVE-2017-8422
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378196 Virtuozzo Linux Security Update for kdelibs-common (VZLSA-2017:1264)

710547 Gentoo Linux KAuth and KDELibs Privilege escalation Vulnerability (GLSA 201706-29)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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