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CVE CVE-2017-8804
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-05-07 18:29:00 UTC

Updated 2023-11-07 02:50:00 UTC
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Risk And Classification

Description ** DISPUTED ** The xdr_bytes and xdr_string functions in the GNU C Library (aka glibc or libc6) 2.25 mishandle failures of

1|

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnu Glibc 2.25 All All All
Application Gnu Glibc 2.25 All All All

References

Reference

[security-announce] SUSE-SU-2018:0451-1: important: Security update for

Florian Weimer - Re: [PATCH] sunrpc: xdr_bytes/xdr_string need to free buffer on error [B
oss-security - Re: rpcbomb: remote rpcbind denial-of-service

21461 — (CVE-2017-8804) DISPUTED: sunrpc: Memory leak after deserialization failure in xdr_bytes, xdr_string (CVE-2017-8804)
Florian Weimer - [PATCH] sunrpc: xdr_bytes/xdr_string need to free buffer on error [BZ #2
[security-announce] openSUSE-SU-2018:0494-1: important: Security update

GNU glibc CVE-2017-8804 Remote Denial of Service Vulnerability

Andreas Schwab - Re: [PATCH] sunrpc: xdr_bytes/xdr_string need to free buffer on error [B
[security-announce] SUSE-SU-2018:0565-1: important: Security update for

oss-sec: Re: rpcbomb: remote rpcbind denial-of-service

Bug 1037559 — VUL-0: CVE-2017-8779: rpcbind,libtirpc: rpcbomb: remote rpcbind denial-of-service
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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