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Summary

CVE CVE-2017-8841

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-05 14:29:00 UTC

Updated 2017-08-13 01:29:00 UTC

Description Arbitrary file deletion exists on Peplink Balance 305, 380, 580, 710, 1350, and 2500 devices with firmware before fw-b305hw2_380hw6_580hw2_710hw3_1350hw2_2500-7.0.1-build2093. The attack methodology is absolute path traversal in cgi-bin/MANGA/firmware_process.cgi via the upfile.path parameter.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Peplink 1350hw2 Firmware 7.0.1 All All All

Operating System Peplink 1350hw2 Firmware 7.0.1 All All All

Operating System Peplink 2500 Firmware 7.0.1 All All All

Operating System Peplink 2500 Firmware 7.0.1 All All All

Operating System Peplink 380hw6 Firmware 7.0.1 All All All

Operating System Peplink 380hw6 Firmware 7.0.1 All All All

Operating System Peplink 580hw2 Firmware 7.0.1 All All All

Operating System Peplink 580hw2 Firmware 7.0.1 All All All

Operating System Peplink 710hw3 Firmware 7.0.1 All All All

Operating System Peplink 710hw3 Firmware 7.0.1 All All All

Operating System Peplink B305hw2 Firmware 7.0.1 All All All

Operating System Peplink B305hw2 Firmware 7.0.1 All All All

Hardware Peplink Balance 1350 - All All All

Hardware Peplink Balance 1350 - All All All

Hardware Peplink Balance 2500 - All All All

Hardware Peplink Balance 2500 - All All All

Hardware Peplink Balance 305 - All All All
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Hardware Peplink Balance 305 - All All All

Hardware Peplink Balance 305 - All All All

Hardware Peplink Balance 380 - All All All

Hardware Peplink Balance 380 - All All All

Hardware Peplink Balance 580 - All All All

Hardware Peplink Balance 580 - All All All

Hardware Peplink Balance 710 - All All All

Hardware Peplink Balance 710 - All All All

References

Reference Source Link

Bugtraq: X41-2017-005 - Multiple Vulnerabilities in peplink balance routers MISC seclists.org

Peplink Balance Routers 7.0.0-build1904 - SQL Injection / Cross-Site Scripting / Information Disclosure EXPLOIT-DB www.exploit-db.com

Advisory X41-2017-005: Multiple Vulnerabilities in Peplink Balance Routers | X41 D-SEC GmbH MISC www.x41-dsec.de

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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