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Summary

CVE CVE-2017-8847

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-08 14:29:00 UTC

Updated 2022-12-09 16:00:00 UTC

Description The bufRead::get() function in libzpaq/libzpaq.h in liblrzip.so in lrzip 0.631 allows remote attackers to cause a denial of service (NULL pointer dereference and application crash) via a crafted archive.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Long Range Zip Project Long Range Zip 0.631 All All All

Application Lrzip Project Lrzip 0.631 All All All

Application Lrzip Project Lrzip 0.631 All All All

References

Reference Source Link Tags

Long Range ZIP: Multiple vulnerabilities (GLSA 202005-01) — Gentoo security GENTOO security.gentoo.org

NULL pointer dereference in bufRead::get (libzpaq.h) · Issue #67 · ckolivas/lrzip · GitHub MISC github.com Issue Tracking, Patch, Third Party Advisory

lrzip: NULL pointer dereference in bufRead::get (libzpaq.h) | agostino's blog MISC blogs.gentoo.org Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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