
CVE-2017-8900
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2017-8900

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-12 07:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description LightDM through 1.22.0, when systemd is used in Ubuntu 16.10 and 17.x, allows physically proximate attackers to bypass intended AppArmor restrictions and visit the home directories of arbitrary users by establishing a guest session.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.10 All All All

Operating System Canonical Ubuntu Linux 17.04 All All All

Operating System Canonical Ubuntu Linux 16.10 All All All

Operating System Canonical Ubuntu Linux 17.04 All All All

Application Lightdm Project Lightdm All All All All

References

Reference Source Link

USN-3285-1: LightDM vulnerability | Ubuntu CONFIRM www.ubuntu.com

LightDM CVE-2017-8900 Local Security Bypass Vulnerability BID www.securityfocus.com

CVE-2017-8900 in Ubuntu CONFIRM people.canonical.com

Bug #1663157 “Guest session processes are not confined in 16.10 ...” : Bugs : lightdm package : Ubuntu CONFIRM launchpad.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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