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Summary

CVE CVE-2017-9059

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-18 06:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description The NFSv4 implementation in the Linux kernel through 4.11.1 allows local users to cause a denial of service (resource consumption) by leveraging improper channel callback shutdown when unmounting an NFSv4 filesystem, aka a "module reference and kernel daemon" leak.

Risk And Classification

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

Linux kernel CVE-2017-9059 Local Denial of Service Vulnerability BID www.securityfocus.com

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org

Merge tag 'nfsd-4.12' of git://linux-nfs.org/~bfields/linux · torvalds/linux@c70422f · GitHub CONFIRM github.com

[PATCH 0/2] Fix the NFSv4 client callback channel shutdown — Linux NFS CONFIRM www.spinics.net

Bug 1451386 – CVE-2017-9059 kernel: Module reference leak due to improper shut down of callback channel on umount CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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