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Summary

CVE CVE-2017-9066

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-18 14:29:00 UTC

Updated 2019-03-15 11:52:00 UTC

Description In WordPress before 4.7.5, there is insufficient redirect validation in the HTTP class, leading to SSRF.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Wordpress Wordpress All All All All

References

Reference

WordPress 2.7.0-4.7.4 - Insufficient Redirect Validation

Version 4.7.5 « WordPress Codex

Hackeronni na Twitterze: "Wordpress CVE-2017-9066 "Insufficient redirect validation in the HTTP class" is a SSRF"

Debian -- Security Information -- DSA-4090-1 wordpress

Improve redirect handling · WordPress/WordPress@76d77e9 · GitHub

WordPress 4.7.5 Security and Maintenance Release

WordPress Multiple Flaws Let Remote Users Bypass Redirect Validation, Conduct Cross-Site Scripting Attacks, and Conduct Cross-Site Request Forgery Attacks - SecurityTracker

WordPress Prior to 4.7.5 Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2017-9066/mitre
https://cve.report/CVE-2017-9066/nist
https://cve.report/CVE-2017-9066/cve_org
https://cve.report/api/cve/CVE-2017-9066.json
https://cve.report/CVE-2017-9066.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
https://wpvulndb.com/vulnerabilities/8815
https://codex.wordpress.org/Version_4.7.5
https://twitter.com/skansing/status/865362551097393153
https://www.debian.org/security/2018/dsa-4090
https://github.com/WordPress/WordPress/commit/76d77e927bb4d0f87c7262a50e28d84e01fd2b11
https://wordpress.org/news/2017/05/wordpress-4-7-5/
http://www.securitytracker.com/id/1038520
http://www.securityfocus.com/bid/98509
https://www.cve.org/CVERecord?id=CVE-2017-9066


NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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