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Description

/

CVE-2017-9096

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2017-11-08 16:29:00 UTC

2020-10-20 22:15:00 UTC

The XML parsers in iText before 5.5.12 and 7.x before 7.0.3 do not disable external entities, which might allow remote attac

| 1|

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
ltextpdf Itext All All All All
Itextpdf Itext 7.0.0 All All All
ltextpdf Itext 7.0.1 All All All
Itextpdf Itext 7.0.2 All All All
Itextpdf Itext All All All All
Itextpdf Itext 7.0.0 All All All
Itextpdf Itext 7.0.1 All All All
Itextpdf Itext 7.0.2 All All All

References

Reference Source Link

Document Display | HPE Support Center CONFIRM  support.hpe.com
www.compass-security.com/fileadmin/Datein/Research/Advisories/CSNC-2017-017_itext_xml_... MISC Www.compass-security.com
Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com
SecurityFocus BUGTRAQ www.securityfocus.com
CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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