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Summary

CVE CVE-2017-9098

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-19 19:29:00 UTC

Updated 2021-04-28 16:32:00 UTC

Description ImageMagick before 7.0.5-2 and GraphicsMagick before 1.3.24 use uninitialized memory in the RLE decoder, allowing an attacker to leak sensitive information from process memory space, as demonstrated by remote attacks against ImageMagick code in a long-running server process that converts image data on behalf of multiple users. This is caused by a missing initialization step in the ReadRLEImage function in coders/rle.c.

Risk And Classification

Problem Types: CWE-908

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Graphicsmagick Graphicsmagick All All All All

Application Graphicsmagick Graphicsmagick All All All All

Application Imagemagick Imagemagick All All All All

Application Imagemagick Imagemagick All All All All

References

Reference Source Link

[SECURITY] [DLA 1456-1] graphicsmagick security update MLIST lists.debian.org

Reset memory for RLE decoder (patch provided by scarybeasts) · ImageMagick/ImageMagick@1c358ff · GitHub MISC github.com

ImageMagick CVE-2017-9098 Local Information Disclosure Vulnerability BID www.securityfocus.com

Mercurial Repository: p/graphicsmagick/code: diff coders/rle.c MISC hg.code.sf.net

Security: *bleed continues: 18 byte file, $14k bounty, for leaking private Yahoo! Mail images MISC scarybeastsecurity.blogspot.com

Debian -- Security Information -- DSA-3863-1 imagemagick DEBIAN www.debian.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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