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CVE CVE-2017-9098
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-19 19:29:00 UTC
Updated 2021-04-28 16:32:00 UTC
Description ImageMagick before 7.0.5-2 and GraphicsMagick before 1.3.24 use uninitialized memory in the RLE decoder, allowing an ¢
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Risk And Classification

Problem Types: CWE-908

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Graphicsmagick Graphicsmagick All All All All
Application Graphicsmagick Graphicsmagick All All All All
Application Imagemagick Imagemagick All All All All
Application Imagemagick Imagemagick All All All All

References

Reference

[SECURITY] [DLA 1456-1] graphicsmagick security update

Reset memory for RLE decoder (patch provided by scarybeasts) - ImageMagick/ImageMagick@1c358ff - GitHub

ImageMagick CVE-2017-9098 Local Information Disclosure Vulnerability

Mercurial Repository: p/graphicsmagick/code: diff coders/rle.c

Security: *bleed continues: 18 byte file, $14k bounty, for leaking private Yahoo! Mail images

Debian -- Security Information -- DSA-3863-1 imagemagick
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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