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Summary

CVE CVE-2017-9116

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-21 18:29:00 UTC

Updated 2020-08-30 22:15:00 UTC

Description In OpenEXR 2.2.0, an invalid read of size 1 in the uncompress function in ImfZip.cpp could cause the application to crash.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openexr Openexr 2.2.0 All All All

Application Openexr Openexr 2.2.0 All All All

References

Reference Source Link

Multiple segmentation faults CVE-2017-9110 to CVE-2017-9116 · Issue #232 · openexr/openexr · GitHub CONFIRM github.com

USN-4148-1: OpenEXR vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Proposed security fixes for issue #232 by binarycrusader · Pull Request #233 · AcademySoftwareFoundation/openexr · GitHub CONFIRM github.com

oss-security - Multiple crashes in OpenEXR MISC www.openwall.com

Release v2.2.1 · AcademySoftwareFoundation/openexr · GitHub CONFIRM github.com

[SECURITY] [DLA 2358-1] openexr security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2017-9116/mitre
https://cve.report/CVE-2017-9116/nist
https://cve.report/CVE-2017-9116/cve_org
https://cve.report/api/cve/CVE-2017-9116.json
https://cve.report/CVE-2017-9116.pdf
http://cve.report/vendor/openexr
http://cve.report/software/openexr/openexr
http://cve.report/vendor/openexr
http://cve.report/software/openexr/openexr
https://github.com/openexr/openexr/issues/232
https://usn.ubuntu.com/4148-1/
https://github.com/openexr/openexr/pull/233
http://www.openwall.com/lists/oss-security/2017/05/12/5
https://github.com/openexr/openexr/releases/tag/v2.2.1
https://lists.debian.org/debian-lts-announce/2020/08/msg00056.html
https://www.cve.org/CVERecord?id=CVE-2017-9116
https://nvd.nist.gov/vuln/detail/CVE-2017-9116
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