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CVE CVE-2017-9118

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-02 15:29:00 UTC

Updated 2022-08-29 19:43:00 UTC

Description PHP 7.1.5 has an Out of bounds access in php_pcre_replace_impl via a crafted preg_replace call.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Netapp Storage Automation Store - All All All

Application Netapp Storage Automation Store - All All All

Application Php Php All All All All

Application Php Php 715 All All All

Application Php Php 715 All All All

Reference Source Link Tags

PHP :: Bug #74604 :: Out of bounds in php_pcre_replace_impl MISC bugs.php.net Exploit, Issue Tracking,

August 2018 PHP Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com  Third Party Advisory

Red Hat Customer Portal REDHAT  access.redhat.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

/

No vendor comments have been submitted for this CVE.
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198686 Ubuntu Security Notification for Hypertext Preprocessor (PHP) Vulnerabilities (USN-5300-2)
198690 Ubuntu Security Notification for Hypertext Preprocessor (PHP) Vulnerabilities (USN-5300-3)
672181 EulerOS Security Update for Hypertext Preprocessor (PHP) (EulerOS-SA-2022-2477)

903818 Common Base Linux Mariner (CBL-Mariner) Security Update for Hypertext Preprocessor (PHP) (10660)
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