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Summary

CVE CVE-2017-9214

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-23 17:29:00 UTC

Updated 2021-08-04 17:15:00 UTC

Description In Open vSwitch (OvS) 2.7.0, while parsing an OFPT_QUEUE_GET_CONFIG_REPLY type OFP 1.0 message, there is a buffer over-read that is caused by an unsigned integer underflow in the function `ofputil_pull_queue_get_config_reply10` in `lib/ofp-util.c`.

Risk And Classification

Problem Types: CWE-191

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Openvswitch Openvswitch 2.7.0 All All All

Application Openvswitch Openvswitch 2.7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Application Redhat Openstack 10 All All All

Application Redhat Openstack 11 All All All

Application Redhat Openstack 6.0 All All All

Application Redhat Openstack 7.0 All All All

Application Redhat Openstack 8 All All All

Application Redhat Openstack 8.0 All All All

Application Redhat Openstack 9 All All All

Application Redhat Openstack 10 All All All

Application Redhat Openstack 11 All All All

Application Redhat Openstack 6.0 All All All

Application Redhat Openstack 7.0 All All All
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Application Redhat Openstack 7.0 All All All

Application Redhat Openstack 8.0 All All All

Application Redhat Openstack 9 All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization 4.1 All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization 4.1 All All All

Application Redhat Virtualization Manager 4.1 All All All

Application Redhat Virtualization Manager 4.1 All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

[ovs-dev] [PATCH] ofp-util: Fix buffer overrread in ofputil_pull_queue_get_config_reply10(). CONFIRM mail.openvswitch.org Mailing List, Patch, Vendor Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

[SECURITY] [DLA 2571-1] openvswitch security update MLIST lists.debian.org Mailing List, Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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