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Summary

CVE CVE-2017-9216

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-24 05:29:00 UTC

Updated 2021-11-02 13:49:00 UTC

Description libjbig2dec.a in Artifex jbig2dec 0.13, as used in MuPDF and Ghostscript, has a NULL pointer dereference in the jbig2_huffman_get function in jbig2_huffman.c. For example, the jbig2dec utility will crash (segmentation fault) when parsing an invalid file.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Jbig2dec 0.13 All All All

Application Artifex Jbig2dec 0.13 All All All

Application Artifex Jbig2dec 0.13 All All All

Application Artifex Jbig2dec 0.13 All All All

Operating System Debian Debian Linux 9.0 All All All

References

Reference

[SECURITY] [DLA 2796-1] jbig2dec security update

Artifex jbig2dec 'jbig2_huffman.c' Denial of Service Vulnerability

697934 – Jbig2dec latest version, as used in MuPDF and Ghostscript, has a NULL pointer dereference in the jbig2_huffman_get function in jbig2_huffman.c. For example, the jbig2dec utility will crash (segmentation fault) when parsing an invalid file.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2017-9216/mitre
https://cve.report/CVE-2017-9216/nist
https://cve.report/CVE-2017-9216/cve_org
https://cve.report/CVE-2017-9216.pdf
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http://cve.report/software/artifex/jbig2dec
http://cve.report/vendor/artifex
http://cve.report/software/artifex/jbig2dec
http://cve.report/vendor/artifex
http://cve.report/software/artifex/jbig2dec
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://lists.debian.org/debian-lts-announce/2021/10/msg00023.html
http://www.securityfocus.com/bid/98680
https://bugs.ghostscript.com/show_bug.cgi?id=697934
https://www.cve.org/CVERecord?id=CVE-2017-9216
https://nvd.nist.gov/vuln/detail/CVE-2017-9216
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178866 Debian Security Update for jbig2dec (DLA 2796-1)

670614 EulerOS Security Update for ghostscript (EulerOS-SA-2021-2372)
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