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Summary

CVE CVE-2017-9225

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-24 15:29:00 UTC

Updated 2017-06-02 14:14:00 UTC

Description An issue was discovered in Oniguruma 6.2.0, as used in Oniguruma-mod in Ruby through 2.4.1 and mbstring in PHP through 7.1.5. A stack out-of-bounds write in onigenc_unicode_get_case_fold_codes_by_str() occurs during regular expression compilation. Code point 0xFFFFFFFF is not properly handled in unicode_unfold_key(). A malformed regular expression could result in 4 bytes being written off the end of a stack buffer of expand_case_fold_string() during the call to onigenc_unicode_get_case_fold_codes_by_str(), a typical stack buffer overflow.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oniguruma Project Oniguruma 6.2.0 All All All

Application Oniguruma Project Oniguruma 6.2.0 All All All

Application Php Php All All All All

Application Ruby-lang Ruby All All All All

References

Reference Source Link Tags

fix #56 : return invalid result for codepoint 0xFFFFFFFF · kkos/oniguruma@166a6c3 · GitHub CONFIRM github.com Patch, Third Party Advisory

Buffer Overflow in onigenc_unicode_get_case_fold_codes_by_str() · Issue #56 · kkos/oniguruma · GitHub CONFIRM github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

905107 Common Base Linux Mariner (CBL-Mariner) Security Update for jq (12501)
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