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/

CVE-2017-9232

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2017-05-28 00:29:00 UTC

2019-10-03 00:03:00 UTC

Juju before 1.25.12, 2.0.x before 2.0.4, and 2.1.x before 2.1.3 uses a UNIX domain socket without setting appropriate perm

Risk And Classification

1|

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)
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Application Canonical Juju 2.0.0 beta5 All All
Application Canonical Juju 2.0.0 beta6 All All
Application Canonical Juju 2.0.0 beta7 All All
Application Canonical Juju 2.0.0 beta8 All All
Application Canonical Juju 2.0.0 beta9 All All
Application Canonical Juju 2.0.0 rcl All All
Application Canonical Juju 2.0.0 rc2 All All
Application Canonical Juju 2.0.0 rc3 All All
Application Canonical Juju 2.0.1 All All All
Application Canonical Juju 2.0.2 All All All
Application Canonical Juju 2.0.3 All All All
Application Canonical Juju 21.0 All All All
Application Canonical Juju 2.1.0 betal All All
Application Canonical Juju 2.1.0 beta2 All All
Application Canonical Juju 2.1.0 beta3 All All
Application Canonical Juju 2.1.0 beta4 All All
Application Canonical Juju 2.1.0 beta5 All All
Application Canonical Juju 2.1.0 rci All All
Application Canonical Juju 2.1.0 rc2 All All
Application Canonical Juju 2.1.1 All All All
Application Canonical Juju 2.1.2 All All All
Application Canonical Juju All All All All
Reference Source Link Tags
Bug #1682411 “juju-run unit root escalation vulnerability” : Bugs : juju  CONFIRM bugs.launchpad.net Exploit, Issue Tracking, Thii

Juju-run Agent - Privilege Escalation (Metasploit) - Linux local Exploit EXPLOIT-DB  www.exploit-db.com

Juju CVE-2017-8849 Local Privilege Escalation Vulnerability BID www.securityfocus.com  Third Party Advisory, VDB I
CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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