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CVE CVE-2017-9247
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-02 19:29:01 UTC
Updated 2025-04-20 01:37:25 UTC
Description Multiple unquoted service path vulnerabilities in Sierra Wireless Windows Mobile Broadband Driver Package (MBDP) with k

Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Problem Types: CWE-428 | n/a

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Score Severity
7.8 HIGH

4.6

Primary CVSS: v3.0 7.8 HIGH from nvd@nist.gov

Vector

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

AV:L/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2017-9247/mitre
https://cve.report/CVE-2017-9247/nist
https://cve.report/CVE-2017-9247/cve_org
https://cve.report/api/cve/CVE-2017-9247.json
https://cve.report/CVE-2017-9247.pdf

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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AV:L/AC:L/Au:N/C:P/I:P/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sierrawireless Sierra Wireless Em7345 Software - All All All
Application Sierrawireless Sierra Wireless Em7455 Software - All All All
Application Sierrawireless Sierra Wireless Location Sensor Driver - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link Tags

CVE-2017-9247: Unquoted Service Path Vulnerabilities —af854a3a-2127-422b-91ae-364da2661108 source.sierrawireless.com  Vendor A

Sierra Wireless WAN Driver Privilege Escalation - US af854a3a-2127-422b-91ae-364da2661108 support.lenovo.com Third Par
CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical

/

No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mappinas associated with this CVE.


http://cve.report/vendor/sierrawireless
http://cve.report/software/sierrawireless/sierra_wireless_em7345_software
http://cve.report/vendor/sierrawireless
http://cve.report/software/sierrawireless/sierra_wireless_em7455_software
http://cve.report/vendor/sierrawireless
http://cve.report/software/sierrawireless/sierra_wireless_location_sensor_driver
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://source.sierrawireless.com/resources/airprime/software/cve-2017-9247-unquoted-service-path-vulnerabilities/
http://support.lenovo.com/us/en/product_security/LEN-12739
https://www.cve.org/CVERecord?id=CVE-2017-9247
https://nvd.nist.gov/vuln/detail/CVE-2017-9247
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