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Summary

CVE CVE-2017-9271

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-01 20:29:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description The commandline package update tool zypper writes HTTP proxy credentials into its logfile, allowing local attackers to gain access to proxies used.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Opensuse Zypper - All All All

Application Opensuse Zypper - All All All

References

Reference Source Link Tags

Bug 1050625 – VUL-1: CVE-2017-9271: zypper: proxy credentials written to log files bugzilla.suse.com

[SECURITY] Fedora 33 Update: zypper-1.14.42-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE-2017-9271 | SUSE CONFIRM www.suse.com Vendor Advisory

[SECURITY] Fedora 33 Update: zypper-1.14.42-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Mailing List, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Mario Biberhofer

https://cve.report/
https://cve.report/CVE-2017-9271/mitre
https://cve.report/CVE-2017-9271/nist
https://cve.report/CVE-2017-9271/cve_org
https://cve.report/api/cve/CVE-2017-9271.json
https://cve.report/CVE-2017-9271.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/zypper
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/zypper
https://bugzilla.suse.com/show_bug.cgi?id=1050625
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VP2DNHXEQFHXBCTSREPNR7BU4EX64SQG/
https://www.suse.com/de-de/security/cve/CVE-2017-9271/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VP2DNHXEQFHXBCTSREPNR7BU4EX64SQG/
https://www.cve.org/CVERecord?id=CVE-2017-9271
https://nvd.nist.gov/vuln/detail/CVE-2017-9271
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CVE.report and Source URL Uptime Status status.cve.report

174846 SUSE Enterprise Linux Security update for libzypp, zypper (SUSE-SU-2021:0956-1)

174865 SUSE Enterprise Linux Security update for libzypp, zypper (SUSE-SU-2021:0956-1)

750435 OpenSUSE Security Update for libzypp, zypper (openSUSE-SU-2021:0059-1)

http://cve.report/qid/174846
http://cve.report/qid/174865
http://cve.report/qid/750435
https://cve.report/
https://uspto.report/company/Mitre-Corp
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https://cve.report/api
https://status.cve.report

	CVE-2017-9271
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit
	Discovery Credit

	Legacy QID Mappings


