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CVE CVE-2017-9348
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-02 05:29:00 UTC
Updated 2023-11-07 02:50:00 UTC
Description In Wireshark 2.2.0 to 2.2.6, the DOF dissector could read past the end of a buffer. This was addressed in epan/dissectors/t

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wireshark Wireshark All All All All

Reference Source Lin
Wireshark - wnpa-sec-2017-23 - DOF dissector read overflow MISC WWw
Wireshark 'epan/dissectors/packet-dof.c' Heap Buffer Overflow Vulnerability BID ww
13608 — [oss-fuzz] ASAN: heap-buffer-overflow epan/dissectors/packet-dof.c:3899:32 in OALMarshal_UncompressValue MISC bug
1151 - wireshark: Heap-buffer-overflow in OALMarshal_UncompressValue - oss-fuzz - Monorail MISC bug
code.wireshark Code Review - wireshark.git/commit coc
Wireshark Multiple Dissector Bugs Lets Remote Users Deny Service - SecurityTracker SECTRACK ww
code.wireshark Code Review - wireshark.git/commit MISC coc
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2017-9348/mitre
https://cve.report/CVE-2017-9348/nist
https://cve.report/CVE-2017-9348/cve_org
https://cve.report/CVE-2017-9348.pdf
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
https://www.wireshark.org/security/wnpa-sec-2017-23.html
http://www.securityfocus.com/bid/98801
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=13608
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=1151
https://code.wireshark.org/review/gitweb?p=wireshark.git%253Ba=commit%253Bh=7fe55f96672b7bf2b4ceb9ae039a0f43eddd3151
http://www.securitytracker.com/id/1038612
https://code.wireshark.org/review/gitweb?p=wireshark.git;a=commit;h=7fe55f96672b7bf2b4ceb9ae039a0f43eddd3151
https://www.cve.org/CVERecord?id=CVE-2017-9348
https://nvd.nist.gov/vuln/detail/CVE-2017-9348

501301 Alpine Linux Security Update for wireshark
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