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In Wireshark 2.2.0 to 2.2.6 and 2.0.0 to 2.0.12, the DHCP dissector could read past the end of a buffer. This was addressec

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Vendor Product Version Update Edition
Wireshark Wireshark All All All
Wireshark Wireshark All All All

1|

Language
All

All

13609 — [oss-fuzz] ASAN: heap-buffer-overflow (run/tshark+0xf751e) in __interceptor_strncmp.part.68 MISC
code.wireshark Code Review - wireshark.git/commit MISC
code.wireshark Code Review - wireshark.git/commit

13628 — [0ss-fuzz] ASAN: heap-buffer-overflow (run/tshark+0x100447) in __interceptor_strncmp.part.74 MISC

1183 - wireshark: Heap-buffer-overflow in bootp_option - oss-fuzz - Monorail MISC
Wireshark CVE-2017-9351 Heap Buffer Overflow Vulnerability BID
Wireshark Multiple Dissector Bugs Lets Remote Users Deny Service - Security Tracker

1153 - wireshark: Heap-buffer-overflow in bootp_option - oss-fuzz - Monorail MISC
Wireshark - wnpa-sec-2017-24 - DHCP dissector read overflow MISC
CVE Program record
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501301 Alpine Linux Security Update for wireshark
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