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Summary

CVE CVE-2017-9383

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-17 20:15:00 UTC

Updated 2019-06-20 16:36:00 UTC

Description An issue was discovered on Vera VeraEdge 1.7.19 and Veralite 1.7.481 devices. The device provides UPnP services that are available on port 3480 and can also be accessed via port 80 using the url "/port_3480". It seems that the UPnP services provide "wget" as one of the service actions for a normal user to connect the device to an external website. It retrieves the parameter "URL" from the query string and then passes it to an internal function that uses the curl module on the device to retrieve the contents of the website.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Getvera Veraedge - All All All

Hardware Getvera Veraedge - All All All

Operating System Getvera Veraedge Firmware All All All All

Hardware Getvera Veralite - All All All

Hardware Getvera Veralite - All All All

Operating System Getvera Veralite Firmware All All All All

References

Reference Source Link Tags

Veralite / Veraedge Router XSS / Command Injection / CSRF / Traversal ≈ Packet Storm MISC packetstormsecurity.com Third Party Advisory, VDB Entry

IoT_vulnerabilities/Vera_sec_issues.pdf at master · ethanhunnt/IoT_vulnerabilities · GitHub MISC github.com Exploit, Third Party Advisory

Bugtraq: Newly releases IoT security issues BUGTRAQ seclists.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2017-9383/mitre
https://cve.report/CVE-2017-9383/nist
https://cve.report/CVE-2017-9383/cve_org
https://cve.report/api/cve/CVE-2017-9383.json
https://cve.report/CVE-2017-9383.pdf
http://cve.report/vendor/getvera
http://cve.report/software/getvera/veraedge
http://cve.report/vendor/getvera
http://cve.report/software/getvera/veraedge
http://cve.report/vendor/getvera
http://cve.report/software/getvera/veraedge_firmware
http://cve.report/vendor/getvera
http://cve.report/software/getvera/veralite
http://cve.report/vendor/getvera
http://cve.report/software/getvera/veralite
http://cve.report/vendor/getvera
http://cve.report/software/getvera/veralite_firmware
http://packetstormsecurity.com/files/153242/Veralite-Veraedge-Router-XSS-Command-Injection-CSRF-Traversal.html
https://github.com/ethanhunnt/IoT_vulnerabilities/blob/master/Vera_sec_issues.pdf
https://seclists.org/bugtraq/2019/Jun/8
https://www.cve.org/CVERecord?id=CVE-2017-9383
https://nvd.nist.gov/vuln/detail/CVE-2017-9383


There are currently no legacy QID mappings associated with this CVE.
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