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Summary

CVE CVE-2017-9387

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-17 20:15:00 UTC

Updated 2019-06-20 14:27:00 UTC

Description An issue was discovered on Vera VeraEdge 1.7.19 and Veralite 1.7.481 devices. The device provides a shell script called relay.sh which is used for creating new SSH relays for the device so that the device connects to Vera servers. All the parameters passed in this specific script are logged to a log file called log.relay in the /tmp folder. The user can also read all the log files from the device using a script called log.sh. However, when the script loads the log files it displays them with content-type text/html and passes all the logs through the ansi2html binary which converts all the character text including HTML meta-characters correctly to be displayed in the browser. This allows an attacker to use the log files as a storing mechanism for the XSS payload and thus whenever a user navigates to that log.sh script, it enables the XSS payload and allows an attacker to execute his malicious payload on the user's browser.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Getvera Veraedge - All All All

Hardware Getvera Veraedge - All All All

Operating System Getvera Veraedge Firmware All All All All

Hardware Getvera Veralite - All All All

Hardware Getvera Veralite - All All All

Operating System Getvera Veralite Firmware All All All All

References

Reference Source Link Tags

IoT_vulnerabilities/Vera_sec_issues.pdf at master · ethanhunnt/IoT_vulnerabilities · GitHub MISC github.com Exploit, Third Party Advisory

Bugtraq: Newly releases IoT security issues BUGTRAQ seclists.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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