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In LibTIFF 4.0.7, a memory leak vulnerability was found in the function TIFFReadDirEntryLong8Array in tif_dirread.c, which
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Risk And Classification

Problem Types: CWE-772

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Libtiff Libtiff 4.0.7 All All All
Libtiff Libtiff 4.0.7 All All All
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USN-3602-1: LibTIFF vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com Third Party Advisory

Bug 2689 — CVE-2017-9403: libtiff:memory leak in TIFFReadDirEntryLong8Array = CONFIRM bugzilla.maptools.org Issue Tracking, Third
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libTIFF: Multiple vulnerabilities (GLSA 201709-27) — Gentoo security GENTOO  security.gentoo.org Third Party Advisory
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710406 Gentoo Linux libTIFF Multiple Vulnerabilities (GLSA 201709-27)
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