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CVE CVE-2017-9417
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-04 21:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description Broadcom BCM43xx Wi-Fi chips allow remote attackers to execute arbitrary code via unspecified vectors, aka the "Broadpv

/

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Broadcom Bcm4354 Wi-fi Chipset - All All All
Hardware Broadcom Bcm4354 Wi-fi Chipset - All All All
Hardware Broadcom Bcm4358 Wi-fi Chipset - All All All
Hardware Broadcom Bcm4358 Wi-fi Chipset - All All All
Hardware Broadcom Bcm4359 Wi-fi Chipset - All All All
Hardware Broadcom Bcm4359 Wi-fi Chipset - All All All
Operating System Broadcom Bcm43xx Wi-fi Chipset Firmware - All All All
Operating System Broadcom Bcm43xx Wi-fi Chipset Firmware - All All All
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Android Security Bulletin—July 2017 | Android Open Source Project
[SECURITY] [DLA 1573-1] firmware-nonfree security update

Google Android Broadcom components Multiple Security Vulnerabilities
About the security content of Apple TV Software 7.3 - Apple Support

Apple iOS Multiple Flaws Let Remote Users Execute Arbitrary Code, Deny Service, Spoof URLs, Conduct Cross-Site Scripting Attacks, Bypas
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Full Disclosure: APPLE-SA-2019-5-13-6 Apple TV Software 7.3

Black Hat USA 2017 | Briefings

Bugtraq: APPLE-SA-2019-5-13-6 Apple TV Software 7.3

Microsoft HoloLens Broadcom Wifi Memory Corruption Error Lets Remote Users Execute Arbitrary Code on the Target System - SecurityTracl
CVE Program record

NVD vulnerability detail

/]

oo
|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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