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Summary

CVE CVE-2017-9650

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-25 19:29:00 UTC

Updated 2021-07-27 19:25:00 UTC

Description An Unrestricted Upload of File with Dangerous Type issue was discovered in Automated Logic Corporation (ALC) ALC WebCTRL, i-Vu, SiteScan Web 6.5 and prior; ALC WebCTRL, SiteScan Web 6.1 and prior; ALC WebCTRL, i-Vu 6.0 and prior; ALC WebCTRL, i-Vu, SiteScan Web 5.5 and prior; and ALC WebCTRL, i-Vu, SiteScan Web 5.2 and prior. An authenticated attacker may be able to upload a malicious file allowing the execution of arbitrary code.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Automatedlogic I-vu All All All All

Application Automatedlogic I-vu All All All All

Application Automatedlogic I-vu All All All All

Application Automatedlogic I-vu All All All All

Application Automatedlogic Sitescan Web All All All All

Application Automatedlogic Sitescan Web All All All All

Application Automatedlogic Sitescan Web All All All All

Application Automatedlogic Sitescan Web All All All All

Application Automatedlogic Webctrl All All All All

Application Automatedlogic Webctrl All All All All

Application Automatedlogic Webctrl All All All All

Application Automatedlogic Webctrl All All All All

Application Automatedlogic Webctrl All All All All

Application Carrier Automatedlogic Webctrl All All All All

Application Carrier Automatedlogic Webctrl All All All All

Application Carrier Automatedlogic Webctrl All All All All

Application Carrier Automatedlogic Webctrl All All All All
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Application Carrier Automatedlogic Webctrl All All All All

Application Carrier Automatedlogic Webctrl All All All All

References

Reference Source Link

Automated Logic WebCTRL 6.5 - Unrestricted File Upload / Remote Code Execution - Java webapps Exploit EXPLOIT-DB www.exploit-db.com

Automated Logic Corporation WebCTRL, i-VU, SiteScan | ICS-CERT MISC ics-cert.us-cert.gov

Automated Logic Corporation Products Directory Traversal and Arbitrary File Upload Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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