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Summary

CVE CVE-2017-9656

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-24 15:29:00 UTC

Updated 2019-10-09 23:30:00 UTC

Description The backend database of the Philips DoseWise Portal application versions 1.1.7.333 and 2.1.1.3069 uses hard-coded credentials for a database account with privileges that can affect confidentiality, integrity, and availability of the database. For an attacker to exploit this vulnerability, elevated privileges are first required for an attacker to access the web application backend system files that contain the hard-coded credentials. Successful exploitation may allow a remote attacker to gain access to the database of the DWP application, which contains PHI. CVSS v3 base score: 9.1, CVSS vector string: AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Philips Dosewise 1.1.7.333 All All All

Application Philips Dosewise 2.1.1.3069 All All All

Application Philips Dosewise 1.1.7.333 All All All

Application Philips Dosewise 2.1.1.3069 All All All

References

Reference Source Link

Philips' DoseWise Portal Vulnerabilities | ICS-CERT MISC ics-cert.us-cert.gov

Product Security | Philips CONFIRM www.philips.com

Philips DoseWise Portal ICSMA-17-229-01 Security Bypass and Information Disclosure Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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