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Summary

CVE CVE-2017-9735

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-16 21:29:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description Jetty through 9.4.x is prone to a timing channel in util/security/Password.java, which makes it easier for remote attackers to obtain access by observing elapsed times before rejection of incorrect passwords.

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Application Eclipse Jetty All All All All

Application Eclipse Jetty All 20170531 All All

Application Oracle Communications Cloud Native Core Policy 1.5.0 All All All

Application Oracle Enterprise Manager Base Platform 13.2 All All All

Application Oracle Enterprise Manager Base Platform 13.3 All All All

Application Oracle Hospitality Guest Access 4.2.0 All All All

Application Oracle Hospitality Guest Access 4.2.1 All All All

Application Oracle Rest Data Services 11.2.0.4 All All All

Application Oracle Rest Data Services 12.1.0.2 All All All

Application Oracle Rest Data Services 12.2.0.1 All All All

Application Oracle Rest Data Services 18c All All All

Application Oracle Retail Xstore Point Of Service 15.0 All All All

Application Oracle Retail Xstore Point Of Service 16.0 All All All

Application Oracle Retail Xstore Point Of Service 17.0 All All All

Application Oracle Retail Xstore Point Of Service 7.1 All All All
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References

Reference Source Link Tags

Pony Mail! lists.apache.org

[SECURITY] [DLA 2661-1] jetty9 security update MLIST lists.debian.org

#864631 - unblock: jetty9/9.2.22-1 - Debian Bug report logs MISC bugs.debian.org Mailing List, Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com

Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Remove a timing channel in Password matching · Issue #1556 · eclipse/jetty.project · GitHub MISC github.com Third Party Advisory

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update - October 2019 MISC www.oracle.com

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

178597 Debian Security Update for jetty9 (DLA 2661-1)

982326 Java (maven) Security Update for org.eclipse.jetty:jetty-server (GHSA-wfcc-pff6-rgc5)

https://lists.apache.org/thread.html/ff8dcfe29377088ab655fda9d585dccd5b1f07fabd94ae84fd60a7f8%2540%253Ccommits.pulsar.apache.org%253E
https://lists.debian.org/debian-lts-announce/2021/05/msg00016.html
https://bugs.debian.org/864631
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f%2540%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f@%253Cdev.drill.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2020.html
https://www.oracle.com//security-alerts/cpujul2021.html
https://lists.apache.org/thread.html/f887a5978f5e4c62b9cfe876336628385cff429e796962649649ec8a@%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc%2540%253Cissues.drill.apache.org%253E
https://lists.apache.org/thread.html/36870f6c51f5bc25e6f7bb1fcace0e57e81f1524019b11f466738559%2540%253Ccommon-dev.hadoop.apache.org%253E
https://lists.apache.org/thread.html/ff8dcfe29377088ab655fda9d585dccd5b1f07fabd94ae84fd60a7f8@%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/053d9ce4d579b02203db18545fee5e33f35f2932885459b74d1e4272%2540%253Cissues.activemq.apache.org%253E
https://github.com/eclipse/jetty.project/issues/1556
https://lists.apache.org/thread.html/053d9ce4d579b02203db18545fee5e33f35f2932885459b74d1e4272@%253Cissues.activemq.apache.org%253E
https://lists.apache.org/thread.html/36870f6c51f5bc25e6f7bb1fcace0e57e81f1524019b11f466738559@%253Ccommon-dev.hadoop.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpuoct2019-5072832.html
https://lists.apache.org/thread.html/f887a5978f5e4c62b9cfe876336628385cff429e796962649649ec8a%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc@%253Cissues.drill.apache.org%253E
http://www.securityfocus.com/bid/99104
https://www.cve.org/CVERecord?id=CVE-2017-9735
https://nvd.nist.gov/vuln/detail/CVE-2017-9735
http://cve.report/qid/178597
http://cve.report/qid/982326
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt


CVE.report and Source URL Uptime Status status.cve.report

https://status.cve.report

	CVE-2017-9735
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


