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PUBLIC
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CVE Program / NVD first with legacy fallback
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2018-08-18 10:29:00 UTC

Remote Code Execution was found in Horde_Image 2.x before 2.5.0 via a crafted GET request. Exploitation requires authe

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Horde Horde Image Api 2.0.0 All All All
Horde Horde Image Api 2.0.0 alphat All All
Horde Horde Image Api 2.0.0 betal All All
Horde Horde Image Api 2.0.0 beta2 All All
Horde Horde Image Api 2.0.1 All All All
Horde Horde Image Api 2.0.2 All All All
Horde Horde Image Api 2.0.3 All All All
Horde Horde Image Api 2.0.4 All All All
Horde Horde Image Api 2.0.5 All All All
Horde Horde Image Api 2.0.6 All All All
Horde Horde Image Api 2.0.7 All All All
Horde Horde Image Api 2.0.8 All All All
Horde Horde Image Api 2.0.9 All All All
Horde Horde Image Api 2.1.0 All All All
Horde Horde Image Api 2.2.0 All All All
Horde Horde Image Api 2.3.0 All All All
Horde Horde Image Api 2.3.1 All All All
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Application Horde Horde Image Api 2.3.2 All All All
Application Horde Horde Image Api 2.3.3 All All All
Application Horde Horde Image Api 234 All All All
Application Horde Horde Image Api 235 All All All
Application Horde Horde Image Api 2.3.6 All All All
Application Horde Horde Image Api 24.0 All All All
Application Horde Horde Image Api 2.41 All All All
Application Horde Horde Image Api 2.0.0 All All All
Application Horde Horde Image Api 2.0.0 alphai All All
Application Horde Horde Image Api 2.0.0 betal All All
Application Horde Horde Image Api 2.0.0 beta2 All All
Application Horde Horde Image Api 2.0.1 All All All
Application Horde Horde Image Api 2.0.2 All All All
Application Horde Horde Image Api 2.0.3 All All All
Application Horde Horde Image Api 2.04 All All All
Application Horde Horde Image Api 2.0.5 All All All
Application Horde Horde Image Api 2.0.6 All All All
Application Horde Horde Image Api 2.0.7 All All All
Application Horde Horde Image Api 2.0.8 All All All
Application Horde Horde Image Api 2.0.9 All All All
Application Horde Horde Image Api 2.1.0 All All All
Application Horde Horde Image Api 2.2.0 All All All
Application Horde Horde Image Api 2.3.0 All All All
Application Horde Horde Image Api 2.3.1 All All All
Application Horde Horde Image Api 232 All All All
Application Horde Horde Image Api 2.3.3 All All All
Application Horde Horde Image Api 234 All All All
Application Horde Horde Image Api 2.35 All All All
Application Horde Horde Image Api 2.3.6 All All All
Application Horde Horde Image Api 2.4.0 All All All
Application Horde Horde Image Api 241 All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Mailing List, vendor Advisory
canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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