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Summary

CVE CVE-2017-9803

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-18 21:29:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description Apache Solr's Kerberos plugin can be configured to use delegation tokens, which allows an application to reuse the authentication of an end-user or another application. There are two issues with this functionality (when using SecurityAwareZkACLProvider type of ACL provider e.g. SaslZkACLProvider). Firstly, access to the security configuration can be leaked to users other than the solr super user. Secondly, malicious users can exploit this leaked configuration for privilege escalation to further expose/modify private data and/or disrupt operations in the Solr cluster. The vulnerability is fixed from Apache Solr 6.6.1 onwards.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Solr 6.2.0 All All All

Application Apache Solr 6.2.1 All All All

Application Apache Solr 6.3.0 All All All

Application Apache Solr 6.4.0 All All All

Application Apache Solr 6.4.1 All All All

Application Apache Solr 6.4.2 All All All

Application Apache Solr 6.5.0 All All All

Application Apache Solr 6.5.1 All All All

Application Apache Solr 6.6.0 All All All

Application Apache Solr 6.2.0 All All All

Application Apache Solr 6.2.1 All All All

Application Apache Solr 6.3.0 All All All

Application Apache Solr 6.4.0 All All All

Application Apache Solr 6.4.1 All All All

Application Apache Solr 6.4.2 All All All

Application Apache Solr 6.5.0 All All All

Application Apache Solr 6.5.1 All All All
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Application Apache Solr 6.5.1 All All All

Application Apache Solr 6.6.0 All All All

References

Reference Source Link Tags

Apache Solr CVE-2017-9803 Remote Privilege Escalation Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE-2017-9803: Security vulnerability in kerberos delegation token functionality MLIST mail-archives.us.apache.org Mailing List, Vendor Advisory

CVE-2017-9803: Security vulnerability in kerberos delegation token functionality mail-archives.us.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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