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The REST Plugin in Apache Struts 2.1.1 through 2.3.x before 2.3.34 and 2.5.x before 2.5.13 uses an XStreamHandler with

Risk And Classification

Problem Types: CWE-502
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Apache Struts Deserialization of Untrusted Data Vulnerability

Apply updates per vendor instructions.

https://nvd.nist.gov/vuln/detail/CVE-2017-9805
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CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

2 LRI S R

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981081 Java (maven) Security Update for org.apache.struts:struts2-rest-plugin (GHSA-gg9m-fj3v-r58c)
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