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Summary

CVE CVE-2017-9805

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-15 19:29:00 UTC

Updated 2019-08-12 21:15:00 UTC

Description The REST Plugin in Apache Struts 2.1.1 through 2.3.x before 2.3.34 and 2.5.x before 2.5.13 uses an XStreamHandler with an instance of XStream for deserialization without any type filtering, which can lead to Remote Code Execution when deserializing XML payloads.

Risk And Classification

EPSS: 0.943220000 probability, percentile 0.999510000 (date 2026-04-07)

CISA KEV: Listed on 2021-11-03; due 2022-05-03; ransomware use Unknown

Problem Types: CWE-502

CISA Known Exploited Vulnerability

Vendor Apache

Product Struts

Name Apache Struts Deserialization of Untrusted Data Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2017-9805

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Struts 2.1.2 All All All

Application Apache Struts 2.1.3 All All All

Application Apache Struts 2.1.4 All All All

Application Apache Struts 2.1.5 All All All

Application Apache Struts 2.1.6 All All All

Application Apache Struts 2.1.8 All All All

Application Apache Struts 2.1.8.1 All All All

Application Apache Struts 2.2.1 All All All
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Application Apache Struts 2.2.1 All All All

Application Apache Struts 2.2.1.1 All All All

Application Apache Struts 2.2.3 All All All

Application Apache Struts 2.2.3.1 All All All

Application Apache Struts 2.3.1 All All All

Application Apache Struts 2.3.1.1 All All All

Application Apache Struts 2.3.1.2 All All All

Application Apache Struts 2.3.12 All All All

Application Apache Struts 2.3.14 All All All

Application Apache Struts 2.3.14.1 All All All

Application Apache Struts 2.3.14.2 All All All

Application Apache Struts 2.3.14.3 All All All

Application Apache Struts 2.3.15 All All All

Application Apache Struts 2.3.15.1 All All All

Application Apache Struts 2.3.15.2 All All All

Application Apache Struts 2.3.15.3 All All All

Application Apache Struts 2.3.16 All All All

Application Apache Struts 2.3.16.1 All All All

Application Apache Struts 2.3.16.2 All All All

Application Apache Struts 2.3.16.3 All All All

Application Apache Struts 2.3.20 All All All

Application Apache Struts 2.3.20.1 All All All

Application Apache Struts 2.3.20.3 All All All

Application Apache Struts 2.3.24 All All All

Application Apache Struts 2.3.24.1 All All All

Application Apache Struts 2.3.24.3 All All All

Application Apache Struts 2.3.28 All All All

Application Apache Struts 2.3.28.1 All All All

Application Apache Struts 2.3.29 All All All

Application Apache Struts 2.3.3 All All All

Application Apache Struts 2.3.30 All All All

Application Apache Struts 2.3.31 All All All

Application Apache Struts 2.3.32 All All All

Application Apache Struts 2.3.33 All All All

Application Apache Struts 2.3.4 All All All

Application Apache Struts 2.3.4.1 All All All
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Application Apache Struts 2.3.7 All All All

Application Apache Struts 2.3.8 All All All

Application Apache Struts 2.5.1 All All All

Application Apache Struts 2.5.10 All All All

Application Apache Struts 2.5.10.1 All All All

Application Apache Struts 2.5.11 All All All

Application Apache Struts 2.5.12 All All All

Application Apache Struts 2.5.2 All All All

Application Apache Struts 2.5.3 All All All

Application Apache Struts 2.5.4 All All All

Application Apache Struts 2.5.5 All All All

Application Apache Struts 2.5.6 All All All

Application Apache Struts 2.5.7 All All All

Application Apache Struts 2.5.8 All All All

Application Apache Struts 2.5.9 All All All

Application Apache Struts 2.1.2 All All All

Application Apache Struts 2.1.3 All All All

Application Apache Struts 2.1.4 All All All

Application Apache Struts 2.1.5 All All All

Application Apache Struts 2.1.6 All All All

Application Apache Struts 2.1.8 All All All

Application Apache Struts 2.1.8.1 All All All

Application Apache Struts 2.2.1 All All All

Application Apache Struts 2.2.1.1 All All All

Application Apache Struts 2.2.3 All All All

Application Apache Struts 2.2.3.1 All All All

Application Apache Struts 2.3.1 All All All

Application Apache Struts 2.3.1.1 All All All

Application Apache Struts 2.3.1.2 All All All

Application Apache Struts 2.3.12 All All All

Application Apache Struts 2.3.14 All All All

Application Apache Struts 2.3.14.1 All All All

Application Apache Struts 2.3.14.2 All All All

Application Apache Struts 2.3.14.3 All All All

Application Apache Struts 2.3.15 All All All

Application Apache Struts 2.3.15.1 All All All
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Application Apache Struts 2.3.15.1 All All All

Application Apache Struts 2.3.15.2 All All All

Application Apache Struts 2.3.15.3 All All All

Application Apache Struts 2.3.16 All All All

Application Apache Struts 2.3.16.1 All All All

Application Apache Struts 2.3.16.2 All All All

Application Apache Struts 2.3.16.3 All All All

Application Apache Struts 2.3.20 All All All

Application Apache Struts 2.3.20.1 All All All

Application Apache Struts 2.3.20.3 All All All

Application Apache Struts 2.3.24 All All All

Application Apache Struts 2.3.24.1 All All All

Application Apache Struts 2.3.24.3 All All All

Application Apache Struts 2.3.28 All All All

Application Apache Struts 2.3.28.1 All All All

Application Apache Struts 2.3.29 All All All

Application Apache Struts 2.3.3 All All All

Application Apache Struts 2.3.30 All All All

Application Apache Struts 2.3.31 All All All

Application Apache Struts 2.3.32 All All All

Application Apache Struts 2.3.33 All All All

Application Apache Struts 2.3.4 All All All

Application Apache Struts 2.3.4.1 All All All

Application Apache Struts 2.3.7 All All All

Application Apache Struts 2.3.8 All All All

Application Apache Struts 2.5.1 All All All

Application Apache Struts 2.5.10 All All All

Application Apache Struts 2.5.10.1 All All All

Application Apache Struts 2.5.11 All All All

Application Apache Struts 2.5.12 All All All

Application Apache Struts 2.5.2 All All All

Application Apache Struts 2.5.3 All All All

Application Apache Struts 2.5.4 All All All

Application Apache Struts 2.5.5 All All All

Application Apache Struts 2.5.6 All All All

Application Apache Struts 2.5.7 All All All
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Application Apache Struts 2.5.7 All All All

Application Apache Struts 2.5.8 All All All

Application Apache Struts 2.5.9 All All All
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