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CVE CVE-2017-9829
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-23 22:29:00 UTC
Updated 2017-07-05 17:49:00 UTC
Description '/cgi-bin/admin/downloadMedias.cgi' of the web service in most of the VIVOTEK Network Cameras is vulnerable, which allo

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Edition Language
Hardware Vivotek  Network Camera Fd8164 - All All All
Hardware Vivotek  Network Camera Fd8164 - All All All
Operating System Vivotek ~ Network Camera Fd8164 Firmware fd8164-_vvtk-0200b All All All
Operating System Vivotek  Network Camera Fd8164 Firmware fd8164-_vvtk-0200b All All All
Hardware Vivotek  Network Camera Fd816ba - All All All
Hardware Vivotek  Network Camera Fd816ba - All All All
Operating System Vivotek  Network Camera Fd816ba Firmware fd816ba-vvtk-010101. All All All
Operating System Vivotek  Network Camera Fd816ba Firmware fd816ba-vvtk-010101. All All All
Hardware Vivotek  Network Camera 1b8369 - All All All
Hardware Vivotek  Network Camera 1b8369 - All All All
Operating System Vivotek  Network Camera 1b8369 Firmware ib8369-vvtk-0102a All All All
Operating System Vivotek ~ Network Camera 1b8369 Firmware ib8369-vvtk-0102a All All All

References
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An easy way to pwn most of the vivotek network cameras - crblog MISC blog.cali.cn Third Party Advisory
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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