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Summary

CVE CVE-2017-9830

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-27 18:29:00 UTC

Updated 2017-07-05 17:57:00 UTC

Description Remote Code Execution is possible in Code42 CrashPlan 5.4.x via the org.apache.commons.ssl.rmi.DateRMI Java class, because (upon instantiation) it creates an RMI server that listens on a TCP port and deserializes objects sent by TCP clients.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Code42 Crashplan 5.4 All All All

Application Code42 Crashplan 5.4 All All All

References

Reference Source Link Tags

Remote exploit in crashplan backup server // Radically Open Security Blog // MISC blog.radicallyopensecurity.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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