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Summary

CVE CVE-2017-9937

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-26 12:29:00 UTC

Updated 2023-11-07 02:50:00 UTC

Description In LibTIFF 4.0.8, there is a memory malloc failure in tif_jbig.c. A crafted TIFF document can lead to an abort resulting in a remote denial of service attack.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libtiff Libtiff All All All All

References

Reference Source

Pony Mail! MLIST

Bug 2707 – There is a memory malloc failure in tif_jbig.c of the libtiff library. A crafted TIFF document can lead to a abort in program. MISC

LibTIFF 'tif_jbig.c' Denial of Service Vulnerability BID

[mina-dev] 20210225 [jira] [Created] (FTPSERVER-500) Security vulnerability in common/lib/log4j-1.2.17.jar

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199047 Ubuntu Security Notification for JBIG-KIT Vulnerability (USN-5742-1)

670632 EulerOS Security Update for jbigkit (EulerOS-SA-2021-2390)

670890 EulerOS Security Update for jbigkit (EulerOS-SA-2021-1199)

https://cve.report/
https://cve.report/CVE-2017-9937/mitre
https://cve.report/CVE-2017-9937/nist
https://cve.report/CVE-2017-9937/cve_org
https://cve.report/api/cve/CVE-2017-9937.json
https://cve.report/CVE-2017-9937.pdf
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772@%253Cdev.mina.apache.org%253E
http://bugzilla.maptools.org/show_bug.cgi?id=2707
http://www.securityfocus.com/bid/99304
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772%2540%253Cdev.mina.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2017-9937
https://nvd.nist.gov/vuln/detail/CVE-2017-9937
http://cve.report/qid/199047
http://cve.report/qid/670632
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