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Summary

CVE CVE-2017-9946

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-23 08:29:00 UTC

Updated 2023-05-09 16:27:00 UTC

Description A vulnerability has been identified in Siemens APOGEE PXC and TALON TC BACnet Automation Controllers in all versions <V3.5. An attacker with network access to the integrated web server (80/tcp and 443/tcp) could bypass the authentication and download sensitive information from the device.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Apogee Pxc - All All All

Hardware Siemens Apogee Pxc Bacnet Automation Controller - All All All

Hardware Siemens Apogee Pxc Bacnet Automation Controller - All All All

Operating System Siemens Apogee Pxc Bacnet Automation Controller Firmware All All All All

Operating System Siemens Apogee Pxc Bacnet Automation Controller Firmware All All All All

Operating System Siemens Apogee Pxc Firmware All All All All

Hardware Siemens Apogee Pxc Modular - All All All

Operating System Siemens Apogee Pxc Modular Firmware All All All All

Hardware Siemens Talon Tc Bacnet Automation Controller - All All All

Hardware Siemens Talon Tc Bacnet Automation Controller - All All All

Operating System Siemens Talon Tc Bacnet Automation Controller Firmware All All All All

Operating System Siemens Talon Tc Bacnet Automation Controller Firmware All All All All

Hardware Siemens Talon Tc Compact - All All All

Operating System Siemens Talon Tc Compact Firmware All All All All

Hardware Siemens Talon Tc Modular - All All All

Operating System Siemens Talon Tc Modular Firmware All All All All
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References

Reference Source Link Tags

Siemens CONFIRM www.siemens.com Vendor Advisory

cert-portal.siemens.com/productcert/pdf/ssa-148078.pdf CONFIRM cert-portal.siemens.com

Siemens APOGEE PXC / TALON TC Authentication Bypass ≈ Packet Storm MISC packetstormsecurity.com

Multiple Siemens Products Authentication Bypass and Directory Traversal Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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