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A remote, unauthenticated attacker may be able to execute code by exploiting a use-after-free defect found in older version
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Reference <

2018-01 Security Bulletin: Junos: Unauthenticated Remote Code Execution through J-Web interface (CVE-2018-0001) - Juniper Networks ~ (

Juniper Junos Use-After-Free Memory Error in J-Web Lets Remote Users Execute Arbitrary Code on the Target System - SecurityTracker ¢

Juniper Junos J-Web Interface CVE-2018-0001 Remote Code Execution Vulnerability 3
CVE Program record (
NVD vulnerability detail )
a e e ns s ns

Vendor Comments And Credit

Discovery Credit

LEGACY: Cure53 for responsibly reporting this vulnerability.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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