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Summary

CVE CVE-2018-0020

State PUBLIC

Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-11 19:29:00 UTC

Updated 2019-10-09 23:30:00 UTC

Description Junos OS may be impacted by the receipt of a malformed BGP UPDATE which can lead to a routing process daemon (rpd) crash and restart. Receipt of a repeated malformed BGP UPDATEs can result in an extended denial of service condition for the device. This malformed BGP UPDATE does not propagate to other BGP peers. Affected releases are Juniper Networks Junos OS: 14.1X53 versions prior to 14.1X53-D47; 15.1 versions prior to 15.1F6-S10, 15.1R4-S9, 15.1R6-S6, 15.1R7; 15.1X49 versions prior to 15.1X49-D130 on SRX; 15.1X53 versions prior to 15.1X53-D66 on QFX10K; 15.1X53 versions prior to 15.1X53-D58 on EX2300/EX3400; 15.1X53 versions prior to 15.1X53-D233 on QFX5200/QFX5110; 15.1X53 versions prior to 15.1X53-D471 on NFX; 16.1 versions prior to 16.1R3-S8, 16.1R4-S9, 16.1R5-S3, 16.1R6-S3, 16.1R7; 16.1X65 versions prior to 16.1X65-D47; 16.2 versions prior to 16.2R1-S6, 16.2R2-S5, 16.2R3; 17.1 versions prior to 17.1R2-S3, 17.1R3; 17.2 versions prior to 17.2R1-S3, 17.2R2-S1, 17.2R3; 17.2X75 versions prior to 17.2X75-D70; 13.2 versions above and including 13.2R1. Versions prior to 13.2R1 are not affected. Juniper SIRT is not aware of any malicious exploitation of this vulnerability. No other Juniper Networks products or platforms are affected by this issue.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Juniper Ex2300 - All All All

Hardware Juniper Ex2300 - All All All

Hardware Juniper Ex3400 - All All All

Hardware Juniper Ex3400 - All All All

Operating System Juniper Junos 14.1x53 All All All

Operating System Juniper Junos 14.1x53 d15 All All

Operating System Juniper Junos 14.1x53 d16 All All

Operating System Juniper Junos 14.1x53 d25 All All

Operating System Juniper Junos 14.1x53 d26 All All

Operating System Juniper Junos 14.1x53 d27 All All

Operating System Juniper Junos 14.1x53 d30 All All

Operating System Juniper Junos 14.1x53 d35 All All

Operating System Juniper Junos 14.1x53 d40 All All

Operating System Juniper Junos 14.1x53 d42 All All

Operating System Juniper Junos 14.1x53 d43 All All

Operating System Juniper Junos 14.1x53 d44 All All

Operating System Juniper Junos 14.1x53 d45 All All
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Operating System Juniper Junos 14.1x53 d45 All All

Operating System Juniper Junos 14.1x53 d46 All All

Operating System Juniper Junos 15.1 All All All

Operating System Juniper Junos 15.1 f1 All All

Operating System Juniper Junos 15.1 f2 All All

Operating System Juniper Junos 15.1 f3 All All

Operating System Juniper Junos 15.1 f4 All All

Operating System Juniper Junos 15.1 f6 All All

Operating System Juniper Junos 15.1 r1 All All

Operating System Juniper Junos 15.1 r2 All All

Operating System Juniper Junos 15.1 r3 All All

Operating System Juniper Junos 15.1 r4 All All

Operating System Juniper Junos 15.1 r6 All All

Operating System Juniper Junos 15.1x49 All All All

Operating System Juniper Junos 15.1x49 d10 All All

Operating System Juniper Junos 15.1x49 d100 All All

Operating System Juniper Junos 15.1x49 d110 All All

Operating System Juniper Junos 15.1x49 d120 All All

Operating System Juniper Junos 15.1x49 d20 All All

Operating System Juniper Junos 15.1x49 d30 All All

Operating System Juniper Junos 15.1x49 d35 All All

Operating System Juniper Junos 15.1x49 d40 All All

Operating System Juniper Junos 15.1x49 d45 All All

Operating System Juniper Junos 15.1x49 d50 All All

Operating System Juniper Junos 15.1x49 d55 All All

Operating System Juniper Junos 15.1x49 d60 All All

Operating System Juniper Junos 15.1x49 d65 All All

Operating System Juniper Junos 15.1x49 d70 All All

Operating System Juniper Junos 15.1x49 d75 All All

Operating System Juniper Junos 15.1x49 d80 All All

Operating System Juniper Junos 15.1x49 d90 All All

Operating System Juniper Junos 15.1x53 All All All

Operating System Juniper Junos 15.1x53 d10 All All

Operating System Juniper Junos 15.1x53 d20 All All

Operating System Juniper Junos 15.1x53 d21 All All

Operating System Juniper Junos 15.1x53 d210 All All
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Operating System Juniper Junos 15.1x53 d230 All All

Operating System Juniper Junos 15.1x53 d231 All All

Operating System Juniper Junos 15.1x53 d232 All All

Operating System Juniper Junos 15.1x53 d233 All All

Operating System Juniper Junos 15.1x53 d30 All All

Operating System Juniper Junos 15.1x53 d32 All All

Operating System Juniper Junos 15.1x53 d33 All All

Operating System Juniper Junos 15.1x53 d34 All All

Operating System Juniper Junos 15.1x53 d470 All All

Operating System Juniper Junos 15.1x53 d50 All All

Operating System Juniper Junos 15.1x53 d51 All All

Operating System Juniper Junos 15.1x53 d52 All All

Operating System Juniper Junos 15.1x53 d55 All All

Operating System Juniper Junos 15.1x53 d57 All All

Operating System Juniper Junos 15.1x53 d58 All All

Operating System Juniper Junos 15.1x53 d60 All All

Operating System Juniper Junos 15.1x53 d61 All All

Operating System Juniper Junos 15.1x53 d62 All All

Operating System Juniper Junos 15.1x53 d63 All All

Operating System Juniper Junos 15.1x53 d64 All All

Operating System Juniper Junos 15.1x53 d65 All All

Operating System Juniper Junos 15.1x53 d66 All All

Operating System Juniper Junos 16.1 r1 All All

Operating System Juniper Junos 16.1 r2 All All

Operating System Juniper Junos 16.1 r3 All All

Operating System Juniper Junos 16.1 r4 All All

Operating System Juniper Junos 16.1 r5 All All

Operating System Juniper Junos 16.1 r6 All All

Operating System Juniper Junos 16.1x65 d30 All All

Operating System Juniper Junos 16.1x65 d35 All All

Operating System Juniper Junos 16.1x65 d40 All All

Operating System Juniper Junos 16.2 r1 All All

Operating System Juniper Junos 16.2 r2 All All

Operating System Juniper Junos 16.2 r3 All All

Operating System Juniper Junos 17.1 r1 All All

Operating System Juniper Junos 17.1 r2 All All
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Operating System Juniper Junos 17.1 r2 All All

Operating System Juniper Junos 17.1 r3 All All

Operating System Juniper Junos 17.2 r1 All All

Operating System Juniper Junos 17.2 r2 All All

Operating System Juniper Junos 17.2 r3 All All

Operating System Juniper Junos 17.2x75 All All All

Operating System Juniper Junos 14.1x53 All All All

Operating System Juniper Junos 14.1x53 d15 All All

Operating System Juniper Junos 14.1x53 d16 All All

Operating System Juniper Junos 14.1x53 d25 All All

Operating System Juniper Junos 14.1x53 d26 All All

Operating System Juniper Junos 14.1x53 d27 All All

Operating System Juniper Junos 14.1x53 d30 All All

Operating System Juniper Junos 14.1x53 d35 All All

Operating System Juniper Junos 14.1x53 d40 All All

Operating System Juniper Junos 14.1x53 d42 All All

Operating System Juniper Junos 14.1x53 d43 All All

Operating System Juniper Junos 14.1x53 d44 All All

Operating System Juniper Junos 14.1x53 d45 All All

Operating System Juniper Junos 14.1x53 d46 All All

Operating System Juniper Junos 15.1 All All All

Operating System Juniper Junos 15.1 f1 All All

Operating System Juniper Junos 15.1 f2 All All

Operating System Juniper Junos 15.1 f3 All All

Operating System Juniper Junos 15.1 f4 All All

Operating System Juniper Junos 15.1 f6 All All

Operating System Juniper Junos 15.1 r1 All All

Operating System Juniper Junos 15.1 r2 All All

Operating System Juniper Junos 15.1 r3 All All

Operating System Juniper Junos 15.1 r4 All All

Operating System Juniper Junos 15.1 r6 All All

Operating System Juniper Junos 15.1x49 All All All

Operating System Juniper Junos 15.1x49 d10 All All

Operating System Juniper Junos 15.1x49 d100 All All

Operating System Juniper Junos 15.1x49 d110 All All

Operating System Juniper Junos 15.1x49 d120 All All
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Operating System Juniper Junos 15.1x49 d20 All All

Operating System Juniper Junos 15.1x49 d30 All All

Operating System Juniper Junos 15.1x49 d35 All All

Operating System Juniper Junos 15.1x49 d40 All All

Operating System Juniper Junos 15.1x49 d45 All All

Operating System Juniper Junos 15.1x49 d50 All All

Operating System Juniper Junos 15.1x49 d55 All All

Operating System Juniper Junos 15.1x49 d60 All All

Operating System Juniper Junos 15.1x49 d65 All All

Operating System Juniper Junos 15.1x49 d70 All All

Operating System Juniper Junos 15.1x49 d75 All All

Operating System Juniper Junos 15.1x49 d80 All All

Operating System Juniper Junos 15.1x49 d90 All All

Operating System Juniper Junos 15.1x53 All All All

Operating System Juniper Junos 15.1x53 d10 All All

Operating System Juniper Junos 15.1x53 d20 All All

Operating System Juniper Junos 15.1x53 d21 All All

Operating System Juniper Junos 15.1x53 d210 All All

Operating System Juniper Junos 15.1x53 d230 All All

Operating System Juniper Junos 15.1x53 d231 All All

Operating System Juniper Junos 15.1x53 d232 All All

Operating System Juniper Junos 15.1x53 d233 All All

Operating System Juniper Junos 15.1x53 d30 All All

Operating System Juniper Junos 15.1x53 d32 All All

Operating System Juniper Junos 15.1x53 d33 All All

Operating System Juniper Junos 15.1x53 d34 All All

Operating System Juniper Junos 15.1x53 d470 All All

Operating System Juniper Junos 15.1x53 d50 All All

Operating System Juniper Junos 15.1x53 d51 All All

Operating System Juniper Junos 15.1x53 d52 All All

Operating System Juniper Junos 15.1x53 d55 All All

Operating System Juniper Junos 15.1x53 d57 All All

Operating System Juniper Junos 15.1x53 d58 All All

Operating System Juniper Junos 15.1x53 d60 All All

Operating System Juniper Junos 15.1x53 d61 All All

http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos


Operating System Juniper Junos 15.1x53 d62 All All
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