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CVE CVE-2018-0025
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-11 18:29:00 UTC
Updated 2019-10-09 23:31:00 UTC
Description When an SRX Series device is configured to use HTTP/HTTPS pass-through authentication services, a client sending auth

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos 12.1x46 All All All
Operating System Juniper Junos 12.1x46 d10 All All
Operating System Juniper Junos 12.1x46 di5 All All
Operating System Juniper Junos 12.1x46 d20 All All
Operating System Juniper Junos 12.1x46 d25 All All
Operating System Juniper Junos 12.1x46 d30 All All
Operating System Juniper Junos 12.1x46 d35 All All
Operating System Juniper Junos 12.1x46 d40 All All
Operating System Juniper Junos 12.1x46 d45 All All
Operating System Juniper Junos 12.1x46 d50 All All
Operating System Juniper Junos 12.1x46 ds5 All All
Operating System Juniper Junos 12.1x46 de60 All All
Operating System Juniper Junos 12.1x46 des All All
Operating System Juniper Junos 12.1x46 d66 All All
Operating System Juniper Junos 12.3x48 All All All
Operating System Juniper Junos 12.3x48 d10 All All
Operating System Juniper Junos 12.3x48 di15 All All
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Hardware Juniper Srx650 - All All All
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Juniper Junos SRX HTTP/HTTPS Pass-Through Authentication Flaw May Let Remote Users Obtain Passwords in Certain Cases - SecurityTr
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Malformed Request

Example: Configuring HTTPS Traffic to Trigger Pass-Through Authentication - Technical Documentation - Support - Juniper Networks
Understanding Pass-Through Authentication - Technical Documentation - Support - Juniper Networks

2018-07 Security Bulletin: Junos OS: SRX Series: Credentials exposed when using HTTP and HTTPS Firewall Pass-through User Authentica:
Configure User Authentication Methods - TechLibrary - Juniper Networks

CVE Program record

NVD vulnerability detail
4] | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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