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Receipt of a specific MPLS packet may cause MPC7/8/9, PTX-FPC3 (FPC-P1, FPC-P2) line cards or PTX1K to crash and |
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Risk And Classification

Problem Types: CWE-400
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Vendor Product Version Update Edition Language
Juniper Junos 15.1 All All All
Juniper Junos 15.1 f All All
Juniper Junos 15.1 f2 All All
Juniper Junos 15.1 3 All All
Juniper Junos 15.1 f4 All All
Juniper Junos 15.1 5 All All
Juniper Junos 15.1 6 All All
Juniper Junos 15.1 r1 All All
Juniper Junos 15.1 r2 All All
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Juniper Junos 16.1 r1 All All
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Juniper Junos 16.1 r3 All All
Juniper Junos 16.1 r4-s9 All All
Juniper Junos 16.1 r5-s4 All All
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Operating System Juniper Junos 15.1 r6-s6 All All
Operating System Juniper Junos 15.1 r7 All All
Operating System Juniper Junos 16.1 All All All
Operating System Juniper Junos 16.1 r1 All All
Operating System Juniper Junos 16.1 r2 All All
Operating System Juniper Junos 16.1 r3 All All
Operating System Juniper Junos 16.1 r4-s9 All All
Operating System Juniper Junos 16.1 r5-s4 All All
Operating System Juniper Junos 16.1 r6-s3 All All
Operating System Juniper Junos 16.1 r7 All All
Operating System Juniper Junos 16.1x65 All All All
Operating System Juniper Junos 16.1x65 d30 All All
Operating System Juniper Junos 16.1x65 d35 All All
Operating System Juniper Junos 16.1x65 d40 All All
Operating System Juniper Junos 16.2 All All All
Operating System Juniper Junos 16.2 r1 All All
Operating System Juniper Junos 16.2 r2-s5 All All
Operating System Juniper Junos 16.2 r3 All All
Operating System Juniper Junos 17.1 All All All
Operating System Juniper Junos 171 r1 All All
Operating System Juniper Junos 17.1 r2-s7 All All
Operating System Juniper Junos 171 r3 All All
Operating System Juniper Junos 17.2 All All All
Operating System Juniper Junos 17.2 r1 All All
Operating System Juniper Junos 17.2 r2-s4 All All
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Operating System Juniper Junos 17.2x75 All All All
Operating System Juniper Junos 17.2x75 doo All All
Operating System Juniper Junos 17.3 All All All
Operating System Juniper Junos 17.3 r1 All All
Operating System Juniper Junos 17.3 r2 All All
Operating System Juniper Junos 17.4 All All All
Operating System Juniper Junos 17.4 r1 All All
Operating System Juniper Junos 17.4 r2 All All
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A mapping between chipset type and PFE module - Juniper Networks

2018-07 Security Bulletin: Junos OS: Junos OS: MPC7/8/9, PTX-FPC3 (FPC-P1, FPC-P2), PTX3K-FPC3 and PTX1K: Line card may crash uy
Juniper Junos MPLS Processing Bug in MPC7/8/9, PTX-FPC3 (FPC-P1, FPC-P2), PTX3K-FPCS3 Line Cards Lets Remote Users Cause the T
CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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