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Summary

CVE CVE-2018-0030

State PUBLIC

Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-11 18:29:00 UTC

Updated 2019-10-09 23:31:00 UTC

Description Receipt of a specific MPLS packet may cause MPC7/8/9, PTX-FPC3 (FPC-P1, FPC-P2) line cards or PTX1K to crash and restart. By continuously sending specific MPLS packets, an attacker can repeatedly crash the line cards or PTX1K causing a sustained Denial of Service. Affected releases are Juniper Networks Junos OS with MPC7/8/9 or PTX-FPC3 (FPC-P1, FPC-P2) installed and PTX1K: 15.1F versions prior to 15.1F6-S10; 15.1 versions prior to 15.1R4-S9, 15.1R6-S6, 15.1R7; 16.1 versions prior to 16.1R3-S8, 16.1R4-S9, 16.1R5-S4, 16.1R6-S3, 16.1R7; 16.1X65 versions prior to 16.1X65-D46; 16.2 versions prior to 16.2R1-S6, 16.2R2-S5, 16.2R3; 17.1 versions prior to 17.1R1-S7, 17.1R2-S7, 17.1R3; 17.2 versions prior to 17.2R1-S4, 17.2R2-S4, 17.2R3; 17.2X75 versions prior to 17.2X75-D70, 17.2X75-D90; 17.3 versions prior to 17.3R1-S4, 17.3R2, 17.4 versions prior to 17.4R1-S2, 17.4R2. Refer to KB25385 for more information about PFE line cards.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Juniper Junos 15.1 All All All

Operating System Juniper Junos 15.1 f All All

Operating System Juniper Junos 15.1 f2 All All

Operating System Juniper Junos 15.1 f3 All All

Operating System Juniper Junos 15.1 f4 All All

Operating System Juniper Junos 15.1 f5 All All

Operating System Juniper Junos 15.1 f6 All All

Operating System Juniper Junos 15.1 r1 All All

Operating System Juniper Junos 15.1 r2 All All

Operating System Juniper Junos 15.1 r6-s6 All All

Operating System Juniper Junos 15.1 r7 All All

Operating System Juniper Junos 16.1 All All All

Operating System Juniper Junos 16.1 r1 All All

Operating System Juniper Junos 16.1 r2 All All

Operating System Juniper Junos 16.1 r3 All All

Operating System Juniper Junos 16.1 r4-s9 All All

Operating System Juniper Junos 16.1 r5-s4 All All
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Operating System Juniper Junos 16.1 r5-s4 All All

Operating System Juniper Junos 16.1 r6-s3 All All

Operating System Juniper Junos 16.1 r7 All All

Operating System Juniper Junos 16.1x65 All All All

Operating System Juniper Junos 16.1x65 d30 All All

Operating System Juniper Junos 16.1x65 d35 All All

Operating System Juniper Junos 16.1x65 d40 All All

Operating System Juniper Junos 16.2 All All All

Operating System Juniper Junos 16.2 r1 All All

Operating System Juniper Junos 16.2 r2-s5 All All

Operating System Juniper Junos 16.2 r3 All All

Operating System Juniper Junos 17.1 All All All

Operating System Juniper Junos 17.1 r1 All All

Operating System Juniper Junos 17.1 r2-s7 All All

Operating System Juniper Junos 17.1 r3 All All

Operating System Juniper Junos 17.2 All All All

Operating System Juniper Junos 17.2 r1 All All

Operating System Juniper Junos 17.2 r2-s4 All All

Operating System Juniper Junos 17.2 r3 All All

Operating System Juniper Junos 17.2x75 All All All

Operating System Juniper Junos 17.2x75 d90 All All

Operating System Juniper Junos 17.3 All All All

Operating System Juniper Junos 17.3 r1 All All

Operating System Juniper Junos 17.3 r2 All All

Operating System Juniper Junos 17.4 All All All

Operating System Juniper Junos 17.4 r1 All All

Operating System Juniper Junos 17.4 r2 All All

Operating System Juniper Junos 15.1 All All All

Operating System Juniper Junos 15.1 f All All

Operating System Juniper Junos 15.1 f2 All All

Operating System Juniper Junos 15.1 f3 All All

Operating System Juniper Junos 15.1 f4 All All

Operating System Juniper Junos 15.1 f5 All All

Operating System Juniper Junos 15.1 f6 All All

Operating System Juniper Junos 15.1 r1 All All

Operating System Juniper Junos 15.1 r2 All All
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Operating System Juniper Junos 15.1 r6-s6 All All

Operating System Juniper Junos 15.1 r7 All All

Operating System Juniper Junos 16.1 All All All

Operating System Juniper Junos 16.1 r1 All All

Operating System Juniper Junos 16.1 r2 All All

Operating System Juniper Junos 16.1 r3 All All

Operating System Juniper Junos 16.1 r4-s9 All All

Operating System Juniper Junos 16.1 r5-s4 All All

Operating System Juniper Junos 16.1 r6-s3 All All

Operating System Juniper Junos 16.1 r7 All All

Operating System Juniper Junos 16.1x65 All All All

Operating System Juniper Junos 16.1x65 d30 All All

Operating System Juniper Junos 16.1x65 d35 All All

Operating System Juniper Junos 16.1x65 d40 All All

Operating System Juniper Junos 16.2 All All All

Operating System Juniper Junos 16.2 r1 All All

Operating System Juniper Junos 16.2 r2-s5 All All

Operating System Juniper Junos 16.2 r3 All All

Operating System Juniper Junos 17.1 All All All

Operating System Juniper Junos 17.1 r1 All All

Operating System Juniper Junos 17.1 r2-s7 All All

Operating System Juniper Junos 17.1 r3 All All

Operating System Juniper Junos 17.2 All All All

Operating System Juniper Junos 17.2 r1 All All

Operating System Juniper Junos 17.2 r2-s4 All All

Operating System Juniper Junos 17.2 r3 All All

Operating System Juniper Junos 17.2x75 All All All

Operating System Juniper Junos 17.2x75 d90 All All

Operating System Juniper Junos 17.3 All All All

Operating System Juniper Junos 17.3 r1 All All

Operating System Juniper Junos 17.3 r2 All All

Operating System Juniper Junos 17.4 All All All

Operating System Juniper Junos 17.4 r1 All All

Operating System Juniper Junos 17.4 r2 All All
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Reference

A mapping between chipset type and PFE module - Juniper Networks

2018-07 Security Bulletin: Junos OS: Junos OS: MPC7/8/9, PTX-FPC3 (FPC-P1, FPC-P2), PTX3K-FPC3 and PTX1K: Line card may crash upon receipt of specific MPLS packet (CVE-2018-0030) - Juniper Networks

Juniper Junos MPLS Processing Bug in MPC7/8/9, PTX-FPC3 (FPC-P1, FPC-P2), PTX3K-FPC3 Line Cards Lets Remote Users Cause the Target Line Card to Crash - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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