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CVE-2018-0054 - advisory for JSA10888

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assaomvancLrnunsueninay  Gertain versions of Ex3400 from Juniper contain the foIIowing
: vulnerability:

On QFX5000 Series and EX4600 switches, a high rate of Ethernet
pause frames or an ARP packet storm received on the management
interface (fxp0) can cause egress interface congestion, resulting in
routing protocol packet drops, such as BGP, leading to peering flaps.
The following log message may also be displayed: fpcO

dcbcem_check stuck_buffers: Buffers are stuck on queue 7 of port 45 This issue only affects
the QFX5000 Series products (QFX5100, QFX5110, QFX5200, QFX5210) and the EX4600
switch. No other platforms are affected by this issue. Affected releases are Juniper Networks
Junos OS: 14.1X53 versions prior to 14.1X53-D47 on QFX5000 Series and EX4600; 15.1
versions prior to 15.1R7, 15.1R8 on QFX5000 Series and EX4600; 15.1X53 versions prior to
15.1X53-D233 on QFX5000 Series and EX4600; 16.1 versions prior to 16.1R7 on QFX5000
Series and EX4600; 16.2 versions prior to 16.2R3 on QFX5000 Series and EX4600; 17.1
versions prior to 17.1R2-S9, 17.1R3 on QFX5000 Series and EX4600; 17.2 versions prior to
17.2R2-S6, 17.2R3 on QFX5000 Series and EX4600; 17.2X75 versions prior to 17.2X75-D42
on QFX5000 Series and EX4600; 17.3 versions prior to 17.3R3 on QFX5000 Series and
EX4600; 17.4 versions prior to 17.4R2 on QFX5000 Series and EX4600; 18.1 versions prior
to 18.1R2 on QFX5000 Series and EX4600.

CVE-2018-0054 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.
Juniper SIRT is not aware of any malicious exploitation of this vulnerability.
Vulnerability Patch/Work Around

For BGP, configure 'ether-options no-flow-control' on the BGP interface.

Configure the lossless percentage of ingress shared buffer pool to be greater than the egress shared buffer pool. For example: [edit

class-of-service shared-buffer] user@switch# set ingress buffer-partition lossless percent user@switch# set egress buffer-partition
lossless percent


https://cve.report/
https://cve.report/CVE-2018-0054/mitre
https://cve.report/CVE-2018-0054/nist
https://cve.report/CVE-2018-0054/cve_org
https://cve.report/CVE-2018-54.pdf
http://cve.report/software/juniper/ex3400
http://cve.report/vendor/juniper

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [FEE]
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE | [ HIGH
CVSS2 Score: (3138 L0OW

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

2018-10 Security Bulletin: QFX5000/EX4600 Series: Routing protocol flap upon receipt CONFIRM
of high rate of Ethernet frames (CVE-2018-0054) - Juniper Networks kb.juniper.net/JSA10888

Juniper Junos QFX5000 Series and EX4600 Switch Lets Remote Users Deny Service ) SECTRACK
- SecurityTracker 1041855

www.securitytracker.com
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = A Juniper Ex3400 - All All All
Hardware = A Juniper Ex3400 - All All All
Hardware &= = Juniper Ex4600 - All All All
Hardware = > Juniper Ex4600 - All All All
Operating Juniper Junos 14.1x583 All All All
System

Operating Juniper Junos 14.1x53 d10 All All
System

Operating Juniper Junos 14.1x53 di21 All All

Quectnm



http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://kb.juniper.net/JSA10888
http://www.securitytracker.com/id/1041855
mailto:%20comment@cve.report
https://device.report/juniper/ex3400
http://cve.report/vendor/juniper
http://cve.report/software/juniper/ex3400
https://device.report/juniper/ex3400
http://cve.report/vendor/juniper
http://cve.report/software/juniper/ex3400
https://device.report/juniper/ex4600
http://cve.report/vendor/juniper
http://cve.report/software/juniper/ex4600
https://device.report/juniper/ex4600
http://cve.report/vendor/juniper
http://cve.report/software/juniper/ex4600
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
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Hardware 5= 4
Hardware &= 4
Hardware = 4
Hardware = 4
Hardware &= 4
Hardware &= 4
Hardware = 4
Hardware = >
Hardware &= >

Hardware = =
cpe:2.3:h:juniper:ex3400

cpe:2.3:h:juniper:ex3400
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e_ekakak kR koK,

e_ekakak ok akak ok,
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dkakakkakak.

cpe:2.3:0:juniper:junos:14.1x53:d25:%:*:*:*:*:*:

dkakakkakak.

cpe:2.3:0:juniper:junos:14.1x53:d26:*:":*:*:*::

dkkuk Lk kak.

cpe:2.3:0:juniper:junos:14.1x53:d30:*:":*:*:*::

dkuk Lk kkak.

cpe:2.3:0:juniper:junos:14.1x53:d35:*:*:*:*:*::

dkk Lk kkak.

cpe:2.3:0:juniper:junos:14.1x53:d40:*:*:*:*:*::

dk Lk uk Lk kak.

cpe:2.3:0:juniper:junos:14.1x53:d42:*:*:*:*:*::

dk Lk k Lk kuk.

cpe:2.3:0:juniper:junos:14.1x53:d46:*:*:**:*::

kKK oKLk k.

cpe:2.3:0:juniper:junos:15.1:f2: ™

Kk kKR k.

cpe:2.3:0:juniper:;junos:15.1:f6: "%
cpe:2.3:0:juniper:;junos:15.1:f7: "
cpe:2.3:0:juniper:;junos:15.1:r1
cpe:2.3:0:juniper:junos:15.1:r2: "
cpe:2.3:0:juniper:junos:15.1:r3: "
cpe:2.3:0:juniper:;junos:15.1:r4
cpe:2.3:0:juniper:junos:15.1:r5: " "

cpe:2.3:0:juniper:junos:15.1:r6:*:**:*:*:*:



R N

cpe:2.3:0:juniper:junos:15.1x53:d231 :*:*:*:*:*:

ARk KKKk

cpe:2.3:0:juniper:junos:15.1x53:d232:*:*:*:*:*:

dkakakkkak.

cpe:2.3:0:juniper:junos:15.1x53:d25:*:":*:*:*::

dkak Lk kukuk.

cpe:2.3:0:juniper:junos:15.1x53:d32:*:*:*:*:*::

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:15.1x53:d33:*:":*:*:*::

dk Lk k Lk kak.

cpe:2.3:0:juniper:junos:15.1x53:d34 " ::

dkak Lk kkak.

cpe:2.3:0:juniper:junos:15.1x53:d40:*:*: ™

cpe:2.3:0:juniper:junos:16.1:

cpe:2.3:0:juniper:junos:16.1:r1:* "
cpe:2.3:0:juniper:junos:16.1:r2:*:*:*:*:*:*:
cpe:2.3:0:juniper:junos:16.1:r3:*:*:*:*:*:*:
cpe:2.3:0:juniper:junos:16.1:r4: "
cpe:2.3:0:juniper:junos:16.1:r5: "
cpe:2.3:0:juniper:junos:16.1:r6:*:*:*:*:*:*:
cpe:2.3:0:juniper:;junos:16.2:*:** " "

Kk koK Rk,

cpe:2.3:0:juniper:;junos:16.2:r1

~rna? B Aatinininartininne 17 Dy 7Rk kkkokk



cpe:2.3:0:juniper:junos:17.4: "

cpe:2.3:0:juniper:junos:17.4:r1

akLk LKLk kLK LK,

cpe:2.3:0:juniper:junos:18.1:*

akakLkakukuk.

cpe:2.3:0:juniper:junos:18.1:r1: "

dkk Lk kkak.

cpe:2.3:0:juniper:junos:14.1x53:d10:*:*:*:*:

KKKk Lk k.

cpe:2.3:0:juniper:junos:14.1x53:d121 """

dkk Lk kkak.

cpe:2.3:0:juniper:junos:14.1x53:d15:*:*:*

dkak Lk akkuk.

cpe:2.3:0:juniper:junos:14.1x53:d16:*:*:*:*:*::

dk Kk Lk kak.

cpe:2.3:0:juniper:junos:14.1x53:d26:*:*:*:*:*:*:

dk Lk kkukak.

cpe:2.3:0:juniper:junos:14.1x53:d27:*:*:**:*::

dk kR Lk kuk.

cpe:2.3:0:juniper:junos:14.1x53:d30:*:*:**:*:*:

dkakkkkak.

cpe:2.3:0:juniper:junos:14.1x53:d35:*:****:*:

dk KRk akak,

cpe:2.3:0:juniper:junos:14.1x53:d42:*:****:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:14.1x53:d43:*:*:***:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:14.1x53:d44 > ***:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:14.1x53:d45:*:*:***:*:

Kk kKR k.

cpe:2.3:0:juniper:;junos:15.1:f2: "%

Kk kKK ok,

cpe:2.3:0:juniper:;junos:15.1:f3: " ™

KKk akak ok,

cpe:2.3:0:juniper:;junos:15.1:f4:



cpe:2.3:0:juniper:junos:15.1:r1 =

cpe:2.3:0:juniper:junos:15.1:r2: "

cpe:2.3:0:juniper:junos:15.1:r3: "

cpe:2.3:0:juniper:junos:15.1:r4: ="

cpe:2.3:0:juniper:junos:15.1:r5: "

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:15.1x53:d21: "

kKKK LKLk

cpe:2.3:0:juniper:junos:15.1x53:d210:*:*:*:*:*:

KKk kKK

cpe:2.3:0:juniper:junos:15.1x53:d230:*:*:*:*:*:

KKk kKK

cpe:2.3:0:juniper:junos:15.1x53:d231 :*:*:*:*:*:

dk Lk k Lk ukak.

cpe:2.3:0:juniper:junos:15.1x53:d25:*:*:**:*:*:

dkakuk Lk akuk.

cpe:2.3:0:juniper:junos:15.1x53:d30:*:*:**:*:*:

dkak Lk akkak.

cpe:2.3:0:juniper:junos:15.1x53:d32:*:****:*:

dkukuk Lk akuk.

cpe:2.3:0:juniper:junos:15.1x53:d33:*:*:*:**:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x53:d40:*:*:*:**:*:
cpe:2.3:0:juniper:junos:15.1x53:d45:*****:*:
cpe:2.3:0:juniper;junos:16.1: "
cpe:2.3:0:juniper:junos:16.1:r1 "
cpe:2.3:0:juniper:junos:16.1:r2: :**:*:*:*:
cpe:2.3:0:juniper:junos:16.1:r3:*:**:*:*:*:
cpe:2.3:0:juniper:junos:16.1:r4: > " :*:

cpe:2.3:0:juniper:junos:16.1:r5:*** ™



dkkukkkuk.

cpe:2.3:0:juniper:junos:17.2x75:d50: "

akk Lk kKKK,

cpe:2.3:0:juniper:junos:17.3:

akakkakukuk.

cpe:2.3:0:juniper:junos:17.3:r1

Akakukakukuk.

cpe:2.3:0:juniper:junos:17.3:r2:*** %

akk kKKK Lk,

cpe:2.3:0:juniper:junos:17.4: =

KRk okukk.

cpe:2.3:0:juniper:junos:17.4:r1

akk kK kKK,

cpe:2.3:0:juniper:junos:18.1:

Kk kKRR,

cpe:2.3:0:juniper:junos:18.1:r1:****:*:*:

ek ko ok ok kK,

cpe:2.3:h:juniper:qfx5100:-** " "

ok ko ok ok ok k.

cpe:2.3:h:juniper:qfx5100:-

ek ok ok ok ok ok Lk,

cpe:2.3:h:juniper:qfx5110:-

ek ok ok ok ok ok Lk,

cpe:2.3:h:juniper:qfx5120:-

ek k ok ok ok ok Lk,

cpe:2.3:h:juniper:qfx5120:-

ek ok ok ok ok ok k.

cpe:2.3:h:juniper:qfx5200:-:*:*

Rk ok ok ok kK,

cpe:2.3:h:juniper:qfx5200:-:*:*

Rk ok ok ok ok K,

cpe:2.3:h:juniper:qfx5210:-

No vendor comments have been submitted for this CVE
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