CVE

State

Assigner
Source Priority
Published
Updated

Description

)

CVE-2018-0060

MITRE NVD CVE.ORG Print: PDF %5
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PUBLIC

sirt@juniper.net

CVE Program / NVD first with legacy fallback
2018-10-10 18:29:00 UTC
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An improper input validation weakness in the device control daemon process (dcd) of Juniper Networks Junos OS allows ai

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)
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Juniper Ex4200 - All All All
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Juniper Ex4300 - All All All
Juniper Ex4300 - All All All
Juniper Ex4600 - All All All
Juniper Ex4600 - All All All
Juniper Ex6200 - All All All
Juniper Ex6200 - All All All
Juniper Junos 12.1x46 All All All
Juniper Junos 12.1x46 d10 All All
Juniper Junos 12.1x46 di15 All All
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neierence

2018-10 Security Bulletin: Junos OS: Invalid IP/mask learned from DHCP server might cause the device control daemon (dcd) process crash |
Juniper Junos DHCP Processing Bug Lets Remote Users Deny Service - SecurityTracker

CVE Program record

NVD vulnerability detail
L4 | N

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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